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MPS RFR POLICY DOCUMENT

Direction for the MPS use of Retrospective Facial Recognition

Terms & Definitions: Capitalised terms used within this policy shall have the meaning given to them in Annex A of this document unless otherwise defined.

Contents
1	Policy overview	3
2	Permitted RFR use cases	3
3	How it works	4
4	Permitted Probe Subjects	5
5	Permitted Image Reference Libraries	6
6	Proportionality	9
7	Use of the RFR System	11
8	Audit and reporting	15
9	Governance and oversight	16
10	Data Management	17
11	Transparency	18
12	Other RFR Systems	18
Annex A: Terminology	19
Annex B: Types of FR	21
Annex C: Imagery	22
Annex D: Imagery and Protected Characteristics	26

Protective marking:	Official 
Publication scheme Y/N:	No 
Title:	RETROSPECTIVE FACIAL RECOGNITION: POLICY
Version:	2.0
Summary:	Direction for the MPS use of Retrospective Facial Recognition
Branch/ OCU:	MPS FR
Review date:	8 March 2027




	

	
[bookmark: _Toc208339593][bookmark: _Toc222397111]

Policy overview
Pursuant to this policy, the MPS may only use its Retrospective Facial Recognition (RFR) System: 
in a permitted ‘use case’ (as defined in Section 2 below);
where the subject depicted in the Probe Image is a Permitted Probe Subject (as set out in Section 3 below);
against Permitted Image Reference Libraries (as set out in Section 5 below);
in compliance with the rules on Images (as set out in Annex C below);
in compliance with the rules on  Protected Characteristics (as set out in Annex D below);
in a way which is proportionate in all the circumstances (in accordance with the guidance in Section 6 below); and
subject to the requirements as to transparency set out in Section 11  below. 
Sections 7 - 12 of this policy contain further guidance on the lawful use of RFR by the MPS.
[bookmark: _Ref175217531][bookmark: _Toc176789268][bookmark: _Toc208339594][bookmark: _Toc222397112]Permitted RFR use cases
[bookmark: _Ref189812052]RFR is a digital policing tool that enables the MPS to compare images against Permitted Image Reference Libraries in order to identify individuals or determine whether relevant imagery exists to progress policing investigations or operations. Its use can support the advancement of investigations, the identification of unknown subjects, and other operational activity undertaken to protect the public, and is deployed only in pursuit of a legitimate policing aim consistent with the MPS’s obligations under the Human Rights Act 1998.
Pursuant to this policy, the MPS may only use RFR in the context of the following distinct use-cases:
1. To assist with the identification of an unknown subject to advance a policing investigation or operation; 
To ascertain if there are images of a subject, known or unknown, within a Temporary Image Reference Library to advance a policing investigation or operation. 
Providing one or both of the use cases (set out at para 2.1 above) continue to apply, the RFR Search will also be run against the Unsolved Crime Cache for the purposes of seeking to resolve the identity of an unknown subject held in the Unsolved Crime Cache or otherwise enabling policing investigations to be linked the common unknown subject.
USE CASE A: IDENTIFYING AN UNKNOWN SUBJECT TO ADVANCE A POLICING INVESTIGATION OR OPERATION
RFR can be used in circumstances where: 
1. the identity of a subject depicted in a Probe Image is unknown; or 
1. there are reasonable grounds for doubting whether the identity being currently attributed  to the subject is their true identity, and 
the process of identifying the subject is necessary in order to advance a policing investigation or operation.
USE CASE B: ASCERTAIN IF THERE ARE IMAGES OF A SUBJECT WITHIN A TEMPORARY IMAGE REFERENCE LIBRARY TO ADVANCE A POLICING INVESTIGATION OR OPERATION
[bookmark: _Ref198278347]RFR can be used by the MPS, where it holds a Temporary Image Reference Library (as set out in Section 5.3) and the MPS seeks to ascertain if there are images of a subject, known or unknown within that reference library. For this use case to apply, in each case, prior to undertaking a RFR Search, the nature of the RFR Search must: 
1. be compatible with the approved objective for which the Temporary Image Reference Library is held; and  
a) [bookmark: _Ref198278330]it must be reasonably believed by the RFR User that should a Viable Match be returned as a result of a RFR Search only be used for RFR Searching to support a specific investigation or operation by those RFR Users concerned with supporting that specific investigation or operation; 
b) only be used for RFR Searching within the scope of the policing objective approved by the RFR Approving Officer, authorising the use of the Temporary Image Reference Library. Should the need for an RFR Search be identified that would go beyond the approved policing objective for the Temporary Image Reference Library, a further approval for the additional policing objective must be sought.
[bookmark: _Toc208339595][bookmark: _Toc208339596][bookmark: _Toc208339597][bookmark: _Toc208339598][bookmark: _Toc208339599][bookmark: _Toc222397113][bookmark: _Ref198311700]How it works
The core technical operation of the MPS RFR System in relation to a single image of a Permitted Probe Subject can be summarised in nine stages as follows:
	Stage
	Action

	1
	Permitted Image Reference Library Enrolment

	
	Where the RFR Approving Officer has sanctioned the use of a Permitted Image Reference Library, it is ‘enrolled’ into the RFR System. The RFR software detects and analyses the facial features shown by the images in order to then express those features as a set of numerical values (i.e. a Biometric Template).

	2
	Facial image acquisition

	
	Following completion of a RFR Submission Form, an approved RFR User will start the process to enrol an image depicting a Permitted Probe Subject into the RFR System. 

	3
	Face detection

	
	The RFR System pre-processes the Probe Image and detects the face(s) in the image. Where there are multiple faces in an image, or the RFR System does not detect a single face, the results are presented for input by the RFR System User. 

	4
	Face selection

	
	The RFR User will consider if the face(s) presented/manually selected are of Permitted Probe Subjects. The RFR User will only proceed with the RFR Search for the purposes of a Permitted RFR Use Case against the faces of Permitted Probe Subjects, as set out in the RFR Submission Form. This is a data protection by design feature to limit the processing of biometric data for the purpose of seeking to uniquely identify a subject to cases where the need to do so is made out in line with this Policy. 

	5
	Feature extraction

	
	From each face(s) selected/confirmed by the RFR User, the RFR System produces a Biometric Template based around extracted key facial features.

	6
	Face comparison

	
	The RFR software then compares the Biometric Template(s) of the Probe Image against the Image Reference Library.

	7
	Matching

	
	When the Biometric Template(s) from the Permitted Probe Image are compared to the Permitted Image Reference Library, the RFR System generates a similarity score against each image comparison. This is a numerical value indicating the degree of similarity, with higher scores reflecting greater similarity. The results (including the similarity score) will be presented to authorised RFR Users.

	8
	Adjudication

	
	Potential matches will be returned to the RFR User in ranked order. The RFR User, who is trained on the use of the RFR system will assess the Potential Matches and make a determination as to whether they consider the match to be viable, and if so, if any dissemination to a Senior Investigating Officer/Officer in the Case is required. 

	9
	RFR data destruction

	
	The RFR System will delete data in line with paragraphs 10.1(b) iii and iv of this Policy.



[bookmark: _Ref201858540][bookmark: _Toc208339600][bookmark: _Toc222397114]Permitted Probe Subjects
Pursuant to this policy, the MPS may only use RFR Search in response to a particular Use Case (see Section 2 of this Policy), subject to the availability of a Probe Image (see Annex C of this Policy) and the availability for an Image Reference Library (see Section 5 of this Policy). 
[bookmark: _Ref198313009]A subject in a potential Probe Image is a Permitted Probe Subject if it is reasonably suspected that they:   
1. [bookmark: _Ref207956090]are wanted by the courts; 
[bookmark: _Ref198313011]have committed, are about to commit or are in the process of committing a recordable offence;
[bookmark: _Ref198313043]are subject to bail conditions, court order or other restrictions that would be breached as a result of the context depicted in the images contained within the Probe Image and/or the Temporary Image Reference Library; 
are the subject of an examination pursuant to Schedule 7 of the Terrorism Act 2000 or Schedule 3 of the Counter Terrorism and Border Security Act 2019;
[bookmark: _Ref207956118]present a risk to UK national security where this assessment is undertaken or supported by officers or police staff working within Counter Terrorism Policing;
are a missing person where the RFR Search is necessary in order to advance a policing investigation or operation and to ensure their safety;
[bookmark: _Ref207956180]are deceased, grievously injured or unresponsive;
are a victim of an offence;
have, on the assessment of the Senior Investigating Officer or officer in the case, information that is of significance, is material to and necessary for the advancement of a policing investigation or operation.
[bookmark: _Ref198311684][bookmark: _Toc208339601][bookmark: _Toc222397115]Permitted Image Reference Libraries
[bookmark: _Ref66981796]There are two different types of Image Reference Library that may be used for RFR Searching - Substantive Image Reference Libraries and Temporary Image Reference Libraries. Both require prior approval before they can be used for RFR Searching.
[bookmark: _Ref201858171]Substantive Image Reference Libraries:
1. [bookmark: _Ref138765012][bookmark: _Ref138767481]Substantive Image Reference Libraries are standing image libraries made available to RFR Users generally which unlike Temporary Image Reference Libraries are not limited to use in connection with a specific policing investigation or operation. 
f) Substantive Image Reference Libraries are approved for use by the MPS SRO for RFR on the adoption of this RFR Policy and associated impact assessments which include consideration as to their use. The only approved Substantive Image Reference Libraries for use in the RFR System are:
i. Custody Images
g) Any use of an approved Substantive Image Reference Library must comply with the rules on Images (as set out in Annexes C and D below);
[bookmark: _Ref200557047]Temporary Image Reference Libraries: Temporary Image Reference Libraries are not generally available to all RFR Users, but may be approved for use to meet the requirements of a specific policing investigation or operation.
1. [bookmark: _Ref138764880]The creation and approval of any Temporary Image Reference Library must:
i. only include images reasonably believed to be relevant to the specific investigation or operation and the approved policing objective for that library;  
ii. only be used in compliance with the rules on images (as set out in Annexes C and D below);
iii. have been approved as proportionate in all the circumstances (in accordance with the guidance in section 6 below).
1. The following are minimum requirements which apply to the process to approve of any Temporary Image Reference Library:
9. Minimum rank for authorisation and review: Superintendent, save in cases of urgency when an Inspector / Chief Inspector may provide authority.
9. Approval paperwork: The MPS RFR Library Approval Form must be used to record any approval decision. If approval is granted, a copy of the MPS RFR Library Approval Form should be provided to the Operational Lead for FR who will retain for their records and carry out subsequent audit checks of the RFR system in line with governance measures. Records of reviews should be kept in writing. 
9. Advice and guidance: Save in cases of Urgency when input may be sought as soon as possible after any approval, the approving officer should consult with the Directorate of Legal Services, the Data Protection Officer (or someone on their behalf from the Data Office) and the MPS FRT team from a technical perspective.
9. Duration of approval: A maximum of an initial period of 31 days, with reviews taking place at least every 6 months thereafter. 
9. Urgency: Situations where the need for an authorisation to be granted urgently are:-
5. an imminent threat-to-life or an imminent threat of serious harm to people or property; and / or
5. an intelligence / investigative opportunity with limited time to act, the seriousness and benefit of which supports the urgency of action.
9. An approval to use a Temporary Image Reference Library may be granted verbally, subject to completing a MPS RFR Library Approval Form as soon as possible thereafter. 
9. In the event a person below the rank of Superintendent authorises the Temporary Image Reference Library, an officer of the rank of Superintendent (or higher rank) must be informed as soon as practicable. It is for a Superintendent to then authorise the continued use of the Temporary Image Reference Library.
Selecting the Permitted Image Reference Libraries for RFR Searching
[bookmark: _Ref203117869]When undertaking an RFR Search and determining which Permitted Image Reference Libraries to search against, it is important to consider:
1. the relevance of the Image Reference Library;
1. the privacy, equality and wider human rights considerations that attach to a Permitted Image Reference Library; 
1. the anticipated performance of the RFR system when searching against a particular Permitted Image Reference Library;
1. the urgency of the requirement to undertake an RFR Search in the context of the policing investigation or operation; and 
1. the requirement to act proportionately in accordance with the guidance in Section 6 of this Policy.
Relevance: Those requesting/undertaking/approving a RFR Search need to consider the relevance of the Permitted Image Reference Library to their permitted RFR use case and the Permitted Probe Subject. By way of example, there would be little point in searching a Permitted Image Reference Library based on custody images if it is already established that the person of interest has not previously been detained by the police. 
Privacy, equality and wider human rights considerations: To ensure the level of intrusion attached to Permitted Image Reference Library is minimised, searching against Permitted Image Reference Libraries with the lowest impact should be undertaken, where appropriate, in the first instance in line with paragraph (e) of Annex C. 
[bookmark: _Ref207988675]Where an absence of results against less intrusive but relevant Permitted Image Reference Libraries and the importance of the policing need justifies the progressive use of RFR Searches against Permitted Image Reference Libraries with greater impact, these may be undertaken in line with this Policy Document. 
Performance: Performance may differ between different RFR systems as confirmed by algorithm testing especially in the context of bias. How a system operates will inform the privacy and equality impact of undertaking the RFR search.
Urgency: There may be situations of urgency where proceeding to search against relevant Permitted Image Reference Libraries from a point of lowest impact would not meet the policing need sufficiently quickly.  Whilst the majority of cases will not justify departing from the staged approach set out in paragraph 5.7 above, this may be justified in cases of urgency notwithstanding the more intensive data processing this involves and the rationale for this action should be recorded as part of the RFR Search. 
[bookmark: _Toc208339602]Use of the Unsolved Crime Cache
Providing the Permitted Probe Subject of an RFR Search falls within paragraphs 4.2(a) – (g)  of this policy, the RFR Search will also be run against the Unsolved Crime Cache. This is for the purposes of seeking to resolve the identity of an unknown subject held in the Unsolved Crime Cache, or otherwise enabling policing investigations or operations to be linked to the common unknown subject. 
[bookmark: _Ref198311776][bookmark: _Toc208339603][bookmark: _Toc222397116]Proportionality
Before authorising an Image Reference Library and prior to undertaking any RFR Search, the decision maker must consider whether the proposed use of the RFR System would be a proportionate means of achieving the MPS’s policing objectives, in light of the impact from the use of the RFR System on the rights and freedoms of members of the public.
If the proposed use of the RFR System is not proportionate, the decision maker must not proceed to use the RFR System as proposed, even if the proposed use would be in relation to a permitted RFR use case, and involve permitted Probe Subjects and/or permitted Probe Image Reference Libraries in accordance with the requirements of this policy.
The impact of using the RFR System on the rights and freedoms of members of the public will vary, depending on the nature of the activity proposed. This section of the Policy is intended to assist decision makers in assessing the proportionality of a proposed action concerning the RFR System. Decision makers should also be familiar with the Legal Mandate.  
[bookmark: _Ref174703316]The starting point for decision makers is to consider any interference with the rights and freedoms of members of the public that would be created by the proposed use of the RFR System, be it approval of an Image Reference Library or undertaking RFR Searches. In particular:
(a) [bookmark: _Ref174703318]Article 8 EHRC (right to a private and family life) will be relevant in all cases, but to varying degrees. Decision makers should proceed on the basis that Article 8 is always engaged when (i) a person’s image is ingested as part of an Image Reference Library, (ii) a person’s image is used as a Probe Image to undertake an RFR Search, and (iii) where a search result is returned and it is considered to be a Viable Match. 
Article 8 may be engaged with greater intensity if the use of the RFR System relates to images where the type of image(s) or the means by which the image(s) were captured means the public would have greater expectations of privacy. Examples of images in which members of the public have a heightened expectation of privacy include: images of children; individuals with a relevant disability; images captured prior to a person’s gender transition; and images taken in medical contexts, locations where legal advice is sought or provided, care homes, and polling stations.
Images taken by covert means, where steps have been taken to ensure the images are not typically publicly available/available to the police, or where the subject is not a suspect in a criminal investigation, for example because they have been found unresponsive, are missing or are a victim will attract particularly high expectations of privacy. 
(b) Article 9 EHRC (freedom of thought, belief and religion) will be relevant in some cases; for instance, if a Temporary Image Reference Library relates to those exercising their freedom of thought, belief of religion following an attack at place of worship or if Probe Images show a person wearing items of religious significance.  
(c) Article 10/11 EHRC (freedom of expression and freedom of assembly) will be relevant in some cases; for example, if a Temporary Image Reference Library or a Probe Image(s) relate to criminality at a particular protest, demonstration or other types of assembly. Decision makers should have regard to the risk that the use of RFR may have a chilling effect on the willingness of some individuals to take part in a lawful assembly and express their views in future, for example if the expected use of RFR is preannounced as an operational tactic prior to anticipated violence.
(d) Article 14 (freedom from discrimination) protects people from discrimination in the enjoyment of one or more other human rights, even where those other human rights have not been breached. Decision makers should consider whether the use of RFR is likely to have a particular impact on one group in society, for example because of characteristics relating to their sex, race, colour, language, religion, political or other opinion or belief, national or social origin, association with a national minority, property, or birth, age, disability, gender reassignment, marital or partnership status, pregnancy or maternity, or sexual orientation.
Having considered the interference resulting from the use of RFR in relation to the fundamental rights and freedoms of members of the public, decision makers should go on to consider whether the proposed use of RFR is a proportionate means of achieving the MPS’s policing objectives. They should do this in three stages.
Decision maker steps
Stage 1 requires the decision maker to be satisfied that the proposed use of RFR is a reasonable line of inquiry in order to seek to achieve one or more relevant policing objectives. Particularly in the context of RFR Searching and/or the approval of Temporary Image Reference Libraries, this should be underpinned by knowledge of the policing investigation or operation to date. Decision makers should have regard to any MPS intelligence reporting and/or operational experience supporting the application of one of the use cases above. 
Stage 2 is to consider whether there are alternative means of achieving the relevant policing objective(s), which would have a lesser adverse impact on the fundamental rights and freedoms of potentially affected members of the public. There are two aspects to this:
(e) Non-RFR alternatives: could other less intrusive policing methods be used without unacceptably compromising the achievement of the relevant policing objectives? Examples of non-RFR alternatives are outlined on a non-exhaustive basis at paragraph 7.1 of this Policy.
(f) RFR alternatives: is the proposed use of RFR itself designed so as to avoid undue interference with the rights and freedoms of members of the public? Consider whether RFR could be used in a less impactful way. In the context of:
a Temporary Image Reference Library, this may be with a more focused criteria for the inclusion of images, a shorter period of retention or more tightly defined policing objective to make it less intrusive without unacceptably compromising the achievement of the relevant objective; 
RFR Probe Image searches, this may be using an image where the context of means of capture is inherently less intrusive; and 
RFR systems more generally, this would include consideration of the factors set out at paragraph 5.4, asking if any other RFR system to which the MPS has access to (for example PND) would be less impactful to fundamental rights in the circumstances.
If the relevant policing objectives could be effectively achieved through the use of less intrusive policing methods, then the use of RFR should not occur as it will not constitute a proportionate means of achieving the MPS’ legitimate aims. In all other cases, the decision maker should proceed to stage 3.
Stage 3 is to stand back and consider whether the proposed use of RFR strikes a fair balance between any interference with the rights and freedoms of those affected by the proposed use of RFR and the achievement of the relevant policing objectives. This balancing exercise requires consideration of all of the circumstances, including:
(g) The degree to which the use of RFR will enable policing objectives to be achieved. The more effective the use of RFR from a policing perspective, the more that weighs in favour of it striking a fair balance between competing rights and interests.
(h) The degree to which the use of RFR supports fundamental rights and freedoms. In some circumstances, the public’s exercise of their fundamental rights may be under threat: for example, their Article 8 rights to physical integrity may be threatened by a risk to public safety, or their Article 9 rights to freedom of religion may be adversely affected by a threat to a place of worship.  Similarly, the use of RFR may enable the MPS to positively contribute to upholding rights and freedoms of individuals – for example taking reasonable steps to address Article 2 risks by supporting an investigation to locate missing persons, or more effectively supporting access to medical care and other forms of support for the grievously injured and victims of crime or more efficiently advancing an investigation in the context of Article 3.  
(i) How the use of RFR compares to any non-RFR alternatives. If the use of RFR would make a significantly greater contribution to achieving the policing aim than non-RFR alternatives (for example, because the alternatives would be significantly more resource-intensive), then that will weigh in favour of the use of RFR striking a fair balance.
(j) The degree to which the use of RFR would interfere with fundamental rights and freedoms. Decision makers should consider the nature of the interference, the seriousness of the interference, and the number of people likely to experience that interference. The more serious and extensive the interference with fundamental rights, the more that will weigh against the use of RFR striking a fair balance. 
[bookmark: _Ref200557000][bookmark: _Toc208339604][bookmark: _Toc222397117]Use of the RFR System
Pre-Requisites to an RFR Search
[bookmark: _Ref207989430][bookmark: _Ref138767925]RFR Searching may only occur where less intrusive methods have been exhausted or are otherwise considered unviable in the circumstances. The process to seek/undertake an RFR Search requires confirmation as to consideration of less intrusive options which may be able to yield results prior to RFR Searching (termed Pre-RFR Checks) or that the case is one of Urgency. Whilst this is not a prescriptive list, as this will be determined by the policing issue at hand, less intrusive options may include: 
1. Pursuing other lines of investigation: for example, following up on an address given as being relevant to an offence which may resolve the identity of the subject of interest, or undertaking other index checks based on known information;
1. Local enquiries: to ascertain the identity of a person in an image be it via local circulation within a policing team or through enquiries in the community – this does not include public appeals where the scale and impact of such appeal is likely to be more impactful and intrusive than an RFR Search; 
1. Open source checks: seeking to process the investigation by reference to publicly available data without the need for biometric processing. 
1. Manual checks: if the size of an Image Reference Library is sufficiently small for such a review to be viable.
Save in respect of searching undertaken in relation to the Unresolved Crime Cache, RFR searches must not be repeated on a routine basis against the same images comprising an Image Reference Library unless there is a new Use Case, new intelligence, or a material change in circumstances (for example, improved image quality or an updated operational need such as a significant development in the investigation, escalation of threat or harm, or a legal requirement to re-check the imagery).
The RFR Submission Form will require all requests for RFR Searching to record that Pre-RFR Checks have been exhausted or are otherwise considered unviable in the circumstances.
RFR applications
[bookmark: _Ref200557425]Every Permitted Probe Image submitted for RFR Searching will need to be supported by a completed RFR Submission Form.  This form will be completed either by:
1. the person tasking the RFR User SPOC/FIMS to undertake the search using the Probe Image; or
1. in cases where the tasking is generated by business-as-usual requirements by the RFR User
[bookmark: _Ref201858662]The following requires the RFR Submission Form to be supported by an approval from an officer of inspecting rank (or above) or staff equivalent:
1. The use of any Imagery (as a Permitted Probe Image, or Permitted Image Library) assessed to be at Level 4 or 5 in the Imagery Matrix at Annex X;
1. [bookmark: _Ref201858649]Where the RFR Submission Form seeks to search multiple Permitted Probe Images in the same submission (a Probe Image Collection) providing they are:
22. [bookmark: _Ref200461429]linked to the same policing investigation or operation; 
22. are supported by the same permitted RFR use case (see section 2 of this Policy);
22. relate to the same type of Permitted Probe Subject (see para 4.2 of this Policy); and
22. [bookmark: _Ref200461430]are search the same Permitted Probe Image Library(ies). 
Multiple RFR Submission Forms should be used if the above criteria (i) – (iv) cannot be satisfied to ensure submissions to ensure each RFR Submission Form is compliant with the criteria. 
1. Where required as a specific safeguard as set out in the table at paragraph (f) to Annex D: Imagery and Protected Characteristics.
RFR applications
Ingesting imagery: The process of how to ingest imagery into the MPS RFR system is defined in the MPS Reveal Training Guide (pages 35 – 43 detail how to upload images / videos to a case). 
Face detection: The RFR Search system has a progressive search function that embeds privacy by design features to minimise unnecessary data processing and intrusion where images have multiple faces within them. As a result, when a Permitted Probe Image is submitted to the RFR System, where viable to do, the technology seeks to detect faces displayed within the media first and only those selected by the RFR User are subject to the RFR Search where Potential Matches are returned for Adjudication. Only the faces of Permitted Probe Subjects as set out in the RFR Submission Form should be selected for RFR Searching. 
Adjudication and results
When a search is undertaken, Potential Matches are returned to the RFR User for their review. The Potential Matches are returned in rank number order. 
[bookmark: _Hlk208420065]It is for the RFR User to Adjudicate the results and determine whether any Potential Match is a Viable Match. RFR Users must not assume that a Potential Match (highly ranked or otherwise) is a Viable Match, but must undertake their own independent consideration of whether a Potential Match is a Viable Match. In considering a Potential Match, the RFR User must give due regard to Subject[footnoteRef:1], System or Environmental Factors and the impact that they may have on the likelihood that any Potential Match is a Viable Match.   [1:  Some Subject Factors may be linked to protected characteristics. Those undertaking the Adjudication are best placed to consider the impact of any factors which may have influenced the RFR system when it generated a Potential RFR Match and if such factors combine to mean that proceeding to a Match Report is not appropriate in the circumstances. Examples include, a head covering worn as an act of thought, conscious or religion, those with a relevant disability such as a facial disfigurement or those who have changed their sexual orientation and undergone surgery changing their facial appearance. ] 

[bookmark: _Ref201835552]Match Report: For a Viable Match, the RFR User must complete a Match Report. The Match Report should:
1. Confirm that any Potential Match relates directly to the policing objective underpinning the Use Case. Irrelevant matches must be discarded and documented, with reasons recorded for audit.
1. Comment on why they believe the two matched images are of the same person, noting the specific facial features/identifying features[footnoteRef:2] which they believe to look to be similar in both images. [2:  This is covered in more detail in RFR User training but for example, common facial features/identifying features could be similar nose shape, hairline, scars, blemishes, ear (shape and position) etc. ] 

1. [bookmark: _Ref201835540]Confirm that, in determining a match to be viable, they have considered:
26. [bookmark: _Ref201835565]probe image quality;
26. Image reference library quality;
26. time lapse between when the two images matched were taken
26. lighting conditions e.g. poor lighting/shadow; and 
26. [bookmark: _Ref201835568]other subject, system and environmental factors which might impact on the performance of the RFR System and the viability of the match.  
The above confirmation at 7.10(c) should confirm which (if any) of the above considerations were thought to be relevant in the particular case. 
1. If the RFR User is not satisfied that the match is viable because of a consideration set out above at 7.10(c), before determining a match is not viable, a peer review from the MO4 Met CU Team should be considered to reach a final determination as to the viability of any match.
If the RFR User determines that there is a Viable Match then the Match Report will be saved and added to the relevant case records.
Dissemination
Any dissemination should include the Match Report and be accompanied with the following standard caveats and information:
INTELLIGENCE FOR ACTION
This type of identification has come from a Facial Recognition Search (FRS) the FR Operator uploaded and searched the image above through Facial Recognition Software. They believe the subject shows good likeness to this image. This is NOT an expert facial comparison and therefore, this does NOT meet the evidential requirements under PACE Code D for Recognition and an MG11 from the identifying officer will not be provided.
Performance of the RFR System: The MPS has outlined details as regards performance and demographic differential considerations in relation to its FR systems here: https://www.met.police.uk/SysSiteAssets/media/downloads/forcecontent/met/advice/lfr/new/understanding-accuracy-and-demographic-differencesv3..pdf 
It is your responsibility as the SOI/OIC to undertake thorough investigation as a result of this report and follow all viable lines of enquiry. A decision to NFA must be supported by a recorded rationale.

This dissemination is OFFICIAL - SENSITIVE. No part of this product should be disclosed to the defence without prior consultation with the SOI/OIC and appropriate authority.
The recipient must strictly adhere to their responsibilities regarding the Review, Retention and Disposal of this report under the Data Protection Act 2018 (DPA), the Management of Police Information guidance (MOPI), the Criminal Procedures and Investigations Act 1996 (CPIA) and/or the retention in accordance with the MPS's complaints / conduct investigation policies.
Dissemination beyond the MPS should only occur to the minimum extent necessary and to the extent compliant with applicable data protection and human rights legislation. Given the proprietary nature of facial recognition systems and the biometric templates they produce, it is not anticipated that there would be a need to share biometric data.
Recipients of any sharing should be obliged to apply equivalent safeguards to the handling of the shared data to the MPS, including in relation to retention. 
Prior to sharing, the RFR User should consider if it advice should be obtained from consult the Directorate of Legal Services, the Data Protection Officer (or someone on their behalf from the Data Office) and the MPS FRT team. 
Use of results
Where the RFR User has determined that there is a Viable Match, this is not to be treated as a definitive confirmation of identity for evidential purposes[footnoteRef:3]. It is an intelligence lead, which requires further investigation in order to progress an investigation or operation. The investigation undertaken may support or undermine the status of a Viable Match.  [3:  Post charge evidential facial comparison capability is available via MO4.] 

Subject to paragraph 7.18 and not unlike other circumstances where officers receive a description they recognise to be a suspect, or manually compare two images and determine them to be of the same person, a constable is entitled to consider if they have reasonable grounds for suspecting that an offence has been committed following receipt of a Viable Match. Officers must be in a position to justify the use of any powers, any action taken, and have a lawful basis for doing so. In the case of a Viable Match, opportunities to act on the intelligence lead provided short of action may include (dependent on the nature, threat, harm and risk of the case): 
1. intelligence checks (for example using PNC) as a result of having an identity or other information search against;
1. corroboration with other information held in relation to the investigation;
1. local inquiries or open source checks now made possible as a result of the Viable Match.
[bookmark: _Ref200552136]Having received a Viable Match, it is a matter for the Senior Investigating Officer / Officer in the Case to determine how best to further investigate the matter and respond to any challenge raised as to the validity of a Viable Match. Any further investigative activity falls beyond the scope of this Policy. Attention is drawn to the Authorised Professional Practice relating to Investigation. 
Disclosure considerations
The SIO/OIC remains responsible for matters considering disclosure in their case. The SIO/OIC should consider whether the Match Report is disclosable in their case.
[bookmark: _Toc208339605][bookmark: _Toc222397118]Audit and reporting
The RFR System provides a web-based administration client that includes both real-time and historical reporting on system usage and performance. Structured reports on historical usage can be run from within the solution or scheduled for delivery on a periodic (hourly, daily, monthly) basis to specified administrators. 
Audit log data are stored in a read-only database, ensuring that once written, data cannot be modified. Access to review audit data is provided as part of a separate web-based administrative client and only granted to authorised users through the integrated Role Based Access Control (RBAC). 
All actions on audit data, including queries and individual item reviews, are also audited as part of the application activity, ensuring full tracking of all data and access within the system. 
[bookmark: _Toc208339606][bookmark: _Toc222397119]Governance and oversight
The following documents and this Policy together comprise the MPS RFR Documents which govern the use of the MPS RFR System:-
1. MPS RFR Data Protection Impact Assessment (DPIA); 
1. MPS RFR Appropriate Policy Document;
1. MPS RFR Equalities Impact Assessment (EIA); 
1. MPS Facial Recognition Technology: Understanding accuracy and demographic differences;
1. MPS RFR Legal Mandate; and
1. MPS Reveal Training Guide and NEC Training materials
The MPS RFR Documents are further implemented:
1. in terms of the use of Image Reference Libraries and Probe Images by:
37. the SRO for RFR approving the use of Substantive Image Reference Libraries by the adoption of this Policy;
37. the RFR Approving Officer approving the use of Temporary Image Reference Libraries;
37. the completion of the RFR Submission Form authorising the RFR Search per para 7.4 of this Policy, and
1. in terms of the use of the authorisation of RFR Users.
Authorised RFR Users: All users of the RFR System/ system will have completed the requisite training for the role they are required to perform. 
Access to the RFR system is strictly managed by a limited number of staff who have specialist administrator rights. System usage will be monitored and access rights disabled (or removed) if it is assessed that they any user no longer requires use of the system.
Oversight: Within the MPS, the senior responsible officer (SRO) for facial recognition is responsible for strategic direction of RFR. Internal oversight for RFR is providing the MPS FR Technology Board, which in-turn answers to the MPS Management Board. The MPS FR Technology Board is charged with reviewing the use of RFR on an at least quarterly frequency to monitor for trends and direct changes for best practice. The MPS FR Technology Board will also consider aggregated demographic data relating to RFR Searches at these meetings and take steps as required to ensure the MPS continues to discharge its PSED responsibilities.
In addition, MOPAC provide oversight and scrutiny while the London Policing Ethics Panel (LPEP) provide independent insight and guidance. Lastly, other regulatory bodies, including Surveillance Camera Commissioner (SCC); Biometrics Commissioner (BC), the Information Commissioner’s Office (ICO) and Equality and Human Rights Commissioner (EHRC) provide independent reviews and consultation.
[bookmark: _Ref198312810][bookmark: _Toc208339607][bookmark: _Toc222397120]Data Management
[bookmark: _Ref137816888][bookmark: _Hlk208420284]The MPS must ensure that the processing of any data by the RFR system is conducted in a lawful way and in compliance with the MPS RFR Documents. This means that:
(k) [bookmark: _Ref138851931]Information pertaining to the submission and searching of Probe Images and the use of Image Reference Libraries (including the image, associated biometric image template, and meta data relating to that image e.g. crime type) will be retained:
i. in accordance with the Data Protection Act 2018, MOPI, the Criminal Procedures and Investigations Act 1996; and / or 
ii. personal data is retained in accordance with the MPS’s complaints / conduct investigation policies. 
(l) [bookmark: _Ref200555453]The above provisions represent upper limits. In line with MOPI there is a need for consideration as to the case for retention in the circumstances surrounding the RFR Search, and if elevated expectations of privacy apply such that a lower retention period should be adopted. In this vein, and to support officers and ensure consistent decision making in certain areas, the following additional safeguards apply:
i. [bookmark: _Ref137816891]In relation to different age groups and having regard to the currency of images for an RFR Search, the following additional provisions apply when interpreting MOPI in relation to the retention of data in the RFR System:
	Subject age 
	MOPI 3
	MOPI 2
	MOPI 1

	Under 13 years old
	Image Reference Library
	Not in scope for RFR Searching
	Not in scope for RFR Searching
	Not in scope for RFR Searching

	13 – 15 years old
	Image Reference Library
	
	Up to 10 years from image capture
	Up to 10 years from image capture

	16 – 18 years old
	Image Reference Library
	Up to 3 years from image capture
	
	

	Over 18
	Image Reference Library
	Up to 6 years from image capture
	
	



ii. In relation to Image Reference Libraries, should an authorisation for use expire, the Image Reference Library will be made unavailable for RFR Searches as of the date of expiry and deleted from the RFR System as soon as possible and in any event, within 31 days.
iii. [bookmark: _Ref200555447]In relation to Probe Images where a Viable Match is returned, the purpose for the RFR Search has been completed and subject to paragraph 10.1(a) concerning disclosure obligations as they may arise, the Probe Image is no longer required in the RFR System and as a result deletion will occur within 31 days of the RFR Search.
iv. [bookmark: _Ref200555450]In relation to Probe Images, where a Viable Match is not returned:
1. Unsolved Crime Cache: there is a requirement to remove the Probe Image where the policing purpose has been resolved by other means.  Personnel will additionally be required to review Probe Images in RFR System every 3 months for Tier 3 offences, 6 months for Tier 2 and 9 months for Tier 1 after submission to ensure the continuing need for the RFR Search and that the RFR Search continues to satisfy this policy.  The Tiers are set out in Annex C and have themselves been subject to a DPIA assessment as part of the FIMS facial library DPIA.
1. Where no further RFR Searching is required, deletion from the RFR System will occur within 31 days of the RFR Search.
[bookmark: _Ref198311801][bookmark: _Toc208339608][bookmark: _Toc222397121]Transparency
Policy and documentation
(m) The MPS makes this policy, the associated impact assessments and wider information available to the public on its website. 
[bookmark: _Ref174625102]Wider information
(n) [bookmark: _Ref198536391]On an annual basis, the MPS will provide a report on its use of RFR including how it has been used and the results gained. The report will also provide demographic analysis relating to RFR searches undertaken.
(o) The MPS is responsive to requests made under the Freedom of Information Act 2000, or in relation to the exercise of individual rights pursuant to the Data Protection Act 2018. The published MPS Privacy Policy contains further details as to how individual rights may be exercised. 
[bookmark: _Ref200557014][bookmark: _Toc208339609][bookmark: _Toc222397122]Other RFR Systems
In addition to the MPS’s RFR System, either to support policing activity generally, or in specific instances relating to a specific investigation or operation, the MPS may be afforded access to, or make requests to the system owners of other systems with RFR functionality (for example, the Police National Database). The MPS will seek to apply this policy in so far as it is viable to do so in relation to such activity having due regard to the operational use case for the capability and the way in which it may function. As a minimum, the MPS must adhere to the use other RFR systems only:
(p) in a permitted ‘use case’ (as defined in Section 2 above);
(q) where the subject depicted in the Probe Image is a Permitted Probe Subject (as set out in Section 3 above); and
(r) in a way which is proportionate in all the circumstances (in accordance with the guidance in Section 6 above).
The use of RFR in such circumstances requires careful consideration, including in relation to its legal basis, the Human Rights Act 1998, the Data Protection Act 2018 and the Equality Act 2010. Further direction has additionally been published to MPS colleagues in relation to ‘online’ facial recognition tools offered by third party providers. The FR Team, supported by the Directorate of Legal Services and the Data Protection Officer are available to provide advice in connection with proposals to use, or seek access to RFR systems beyond the MPS RFR System.
[bookmark: _Toc208339610][bookmark: _Toc222397123]Annex A: Terminology
Within the MPS and throughout the MPS RFR Documents, the following terms and definitions apply:
	Adjudication
	means a human assessment of a Potential Match generated by the RFR System to determine if the Potential Match should be considered to be a Viable Match or not.

	Biometric Template
or Template
	is a digital representation of the features of the face that have been extracted from the facial image. 
It is these Templates (and not the images themselves) that are used for searching. Note that Templates are proprietary to each facial recognition algorithm and new Templates will need to be generated from the original images if the algorithm is changed.

	Environmental Factor
	is an external element that may affect RFR system performance such as dim lighting, glare etc. in the images.

	Facial Recognition (FR)
	is a technology which works by analysing key facial features, generating a mathematical representation of these features, and then comparing them against the mathematical representation of known faces in a database generating possible matches. This is based on digital images (still or from live camera feeds).

	MPS RFR Library Approval Form
	means the form to apply for and approve the use of a Temporary Image Reference Library.

	MPS Submission RFR Form
	means the form to be completed by an RFR User undertaking a search or by the person tasking the RFR User to initiate a RFR Search.

	Permitted Image Reference Library
	means a gallery of images (be it single capture or a frame extracted from media) or short video against which Permitted Probe Images can be searched by the RFR System in order to seek Potential Matches. 
In wider usage terms such as ‘gallery’ or ‘image gallery’ are often used to refer to Permitted Image Reference Libraries. 

	Permitted Probe Image
	means the facial image submitted for a facial search using the RFR System in line with paragraph 4 of this Policy.

	Potential Match
	means the results returned as a result of the RFR Search. Such returns are not conclusive and fall to a human-in-the-loop Adjudication process. 

	Pre-RFR Check
	means options which may result in lower levels of intrusion than an RFR Search as further outlined at paragraph 7.1 of this Policy.

	Probe Image Collection
	means a collection of Probe Images as further described at paragraph 7.5(b) of this Policy. 

	RFR
	means the use of facial recognition where media is analysed after the event. The result of such analysis would come sufficiently after the event such that they could not shape events to which the media related in real time.

	RFR Approving Officer
	means in the case of a Substantive Image Reference Library, the Senior Responsible Officer for RFR in line with paragraph 5.1(a)) of this Policy, and in the case of a Temporary Image Reference Library, and officer of at least superintending rank in line with paragraph 5.1(Error! Reference source not found.) of this Policy. 

	RFR Search
	means the use of the MPS RFR System to seek Potential Matches between a Probe Image and at least one Image Reference Library.

	RFR System
	means the NEC Neo Face Reveal retrospective facial recognition system as used by the MPS.

	RFR User
	means an authorised user of the MPS RFR System.

	Subject Factor
	means a factor linked to the individual. For example, the individual is wearing a head covering, is smoking, eating, or looking down at the time the photograph was taken. 

	System Factor
	means a factor relating to the RFR system and how it performs such as the algorithm, the passage of time since Permitted Probe Image was taken, the quality/resolution/clarity of the image taken.

	Substantive Image Reference Library
	means a type of Permitted Image Reference Library with value across investigations and operations and is made available to MPS personnel (or a unit or team within the MPS) for RFR Searching as more particularly described at paragraph 5.2 of this Policy.

	Temporary Image Reference Library
	is a type of Permitted Image Reference Library created for a discrete purpose linked to a specific investigation or operation as more particularly described at paragraph 5.2 of this Policy.

	Tiers
	means the tiers of offences referred to in Annex C of this RFR Policy which are used to determine the retention of images within the Unsolved Crime Cache (when this searching is activated).

	Unsolved Crime Cache
	is a collection of images where a Permitted RFR Use Case continues to exist in relation to a Permitted Probe Subject following an initial RFR Search. Such images are subject to ongoing periodic RFR searching against new material added to the relevant Image Reference Libraries in line with paragraph 2.1 of this Policy.

	Viable Match
	means a Potential Match, where following Adjudication, the RFR User has determined the similarity between the Probe Image and the image from the Image Reference Library to be a match.




[bookmark: _Toc208339611][bookmark: _Toc222397124]Annex B: Types of FR
	FACIAL RECOGNITION OVERVIEW

	Facial Recognition – Method of use:
	The use of facial recognition where all people passing the system’s camera(s) are analysed by the system with results being generated at the same time as events.
	The use of facial recognition where:
(i) media is directly captured of a subject present; or 
(ii) media is otherwise acquired in lieu of capturing it,
with the intent of subjecting it to analysis by the facial recognition system. The results of such analysis could shape events to which the footage relates in real time. 
	The use of facial recognition where media is analysed after the event. The result of such analysis would come sufficiently after the event such that they could not shape events to which the media related in real time. 

	Overt
	Name
	Live Facial Recognition (LFR)
	Operator Initiated Facial Recognition (OIFR)
	Retrospective Facial Recognition (RFR)

	
	How it may be referred to:
	“... the use of overt live facial recognition to locate people on a watch list who are sought by the police …” 
	“... the use of operator initiated facial recognition which takes an image of a particular person and uses it to either (i) help policing establish who a person in the image is or (ii) establish where a person has previously appeared in other media held by the police ...” 
	“… retrospective facial recognition may be used after an event to help officers establish who a person is or whether their image matches against other media held on databases ... “ 

	Covert
	Name
	Covert Real-Time Facial Recognition Surveillance (CRFRS)
	Covert Operator Initiated Facial Recognition Surveillance (COIFRS)
	RFR is not a covert capability in itself. It may however use media obtained via covert means.

	
	How it may be referred to:
	… “whilst the then Surveillance Camera Commissioner has recognised a possible application for facial recognition in a covert way, subject to the Regulation of Investigatory Powers Act 2000, policing does not comment on any potential use of covert policing tactics …”
	




[bookmark: _Toc208339612][bookmark: _Toc222397125]Annex C: Imagery
(a) Images used in the RFR System can be police-originated images or non-police-originated images. Images must only be used for RFR searching where the MPS is reasonably satisfied that the image:

(i) is already lawfully held by the MPS;
(ii) is of a suitable quality for RFR searching having regard to the prospect of the system returning a viable match (see paragraphs (c) - Error! Reference source not found.);
(iii) is held by the MPS in a format which allows it to be used for RFR searching; 
(iv) is of a government security marking suitable for use in the RFR system;
(v) is capable of use in the RFR System and any likely subsequent action in a way which would not unacceptably risk compromising the source or that image or exposing the source to unacceptable risk;
(vi) in the case of Probe Images: 
a. is the most up to date and/or suitable image held by the MPS, and
b. is of a Permitted Probe Subject;
(vii) in the case of other images, is part of a collection of images comprising a Permitted Image Reference Library; and
(viii) of the images that meet criteria (i)-(vi) above, has the lowest privacy and human rights expectations attached to it in line with paragraph (e) of this Annex.

(b) For the avoidance of doubt, this policy does not provide a basis to proactively acquire images for use in the RFR System. The RFR System is capable of ingestion of still images, or short videos clips (circa 30 seconds max) – this is not a capability that provides an option for users seeking to undertake mass video analysis. Imagery capable of ingestion must already be held by the MPS. 
Image quality
(c) [bookmark: _Ref198207646]To ensure the MPS is reasonably satisfied that an image is of a suitable quality for RFR searching having regard to the prospect of the RFR System returning a viable match, the RFR System assesses images for searching to ensure they are of suitable minimum quality and indicates those that may pose issues to the RFR User for a resolution. 

(d) The RFR User is trained on, and required to consider the impact on Subject, System and Environmental Factors when determining the viability of any match (see paragraph 7.10(c)).
Sources of imagery
(e) [bookmark: _Ref198191203]Where it is necessary to assess the expectations of privacy attaching to a Probe Image or Image Reference Library, decision makers should use the matrix below. Any doubt as to the correct Level should be resolved in favour of the higher Level. 
	‘Image Matrix’ 

	
	
	Lowest Expectations 
	
	Highest Expectations of Privacy and/or Wider Human Rights Points and/or Equality Considerations

	

	Police Originated
	Level 4
Level 2
 Level 1


	Non-Police Originated
	Level 3
Level 5








	Image Level
	Description
	Example(s)

	Level 1 

	Police-originated Probe Images / Image Reference Libraries which contain a majority of images obtained: 
· in compliant circumstances where reasonable steps have been taken to ensure the subject was aware that their image was taken; or 
· the subject of the image is deceased. 
	· An image taken of a compliant subject in the custody environment. 
· A parent consents to provide their missing child’s image to officers to assist with investigations. 
· Police Body Worn Video footage gathered during an interaction with policing where the subject for RFR Searching is compliant with policing.

	Level 2
	Police-originated Probe Images / Image Reference Libraries which contain a majority of images obtained in non-compliant circumstances where reasonable steps have been taken to ensure the subject was nevertheless aware that their image was taken.
	· An image taken of a non-compliant subject in the custody environment. 
· Police controlled overt CCTV 
· Police Body Worn Video footage gathered during an interaction with policing where the subject for RFR Searching is non-compliant with policing (for example they were non-cooperative or passed through the footage).

	Level 3
	Non-police originated Probe Images / Image Reference Libraries which contain a majority of images where it is assessed that the public would expect law enforcement to have access to them (but not including images obtained by covert means).

	· Imagery provided following appeals to the public.
· The Unsolved Crime Cache (when activated).
· Local authority or other third party controlled overt CCTV (including CCTV from security cameras in domestic settings)
· The police have obtained the image as a result of a lawful power of search or seizure.
· Publicly available/open source information, for example, including information supplied by an employer.
· Information shared by other public bodies e.g. under Section 21 (Supply of information by the Secretary of State) of the immigration and Asylum Act 1999.

	Level 4
	Probe Images / Image Reference Libraries which contain a majority of images where it is assessed that they:
· raise elevated privacy expectations;
· raise wider human rights issues;
· raise equality considerations as a result having a particular impact on those with a protected characteristic; and/or 
· where the images were otherwise obtained covertly without the knowledge of the subject but where the ability of the police to obtain such images can be anticipated by reference to published Codes of Practice.

	· Imagery obtained pursuant to Section 64A of the Police and Criminal Evidence Act 1984 (until such point as the subject has been informed that the image has been taken where such action is required by PACE Code D);
· Imagery obtained via the Regulation of Investigatory Powers Act or the Investigatory Powers Act 2016.
· Images which are more sensitive because they were taken at hospitals, places of worship, centres for legal advice, polling stations, schools (and other places particularly frequented by children), care homes or feature persons at a lawful assembly. 
· An Image reference library where the library seeks to ensure relevance by subject sought by using an age criteria for inclusion (amongst other factors).

	Level 5

	Non-police originated Probe Images / Image Reference Libraries which contain a majority of images in circumstances where it is assessed that the public would not typically expect their image to be shared to, or accessibly by the police at the point they provided it but there is nevertheless a lawful basis for the police to hold the imagery it has received.
	· Where the public have shared their image with a controller of data for an explicit purpose and it was not in their contemplation at the time of sharing their image that it may be used for a law enforcement purpose. This may be particularly relevant with businesses who promote their privacy-lead approach and take active steps to prevent any form of third party access.



(f) [bookmark: _Ref198209646]In line with the matrix above, where it is viable to do so without unduly impacting on the performance of the RFR System and the objectives of undertaking an RFR Search, suitable, compliant police-originated images should be preferred for RFR Searching. These images have the lowest expectations of privacy and have the highest levels of foreseeability in terms of their use by the MPS. However, there will be occasions where no compliant image is held by the MPS or the wider law enforcement community, or if one is held:

(i) its quality and/or currency is not optimal for facial recognition purposes; or 
(ii) it would not address the policing need where other images if held, and if a Viable Match is returned, would.[footnoteRef:4]  [4:  For example, this may be the case where the context of a particular image itself has significance and should a Viable Match against that image get returned by the RFR System, it would fulfil a use case outlined at paragraph 2.7(a) of this Policy.] 

Unsolved Crime Cache Crime Tiers
Tier 1

	Aggravated Burglary

	Assault GBH

	Death by Dangerous driving

	All Robbery Offences

	All Arson Offences

	Attempted Abduction

	Attempted Murder

	Possession of Firearm

	Kidnap / Abduction / False Imprisonment

	Murder

	All Sexual Offences



Tier 2

	Assault - Blackmail / Threats to Kill / ABH / Police

	Dangerous Driving

	Aggravated TDA / TDA

	All Burglary (Apart from Aggravated)

	All Criminal Damage (Apart Arson)

	Racially Aggravated Assault

	Public Order – Riot / Affray / Violent Disorder / Bomb Hoax

	Theft Snatch

	Drugs – Cultivation / Supply / Trafficking

	Theft from Motor Vehicle or of Motor Vehicle



Tier 3

	All Animal Offences

	Common Assault

	Drugs Possession

	All Fraud

	Handling Stolen Goods

	Public Order - Racial Aggravated / Harassment / Threatening Behaviour

	Interference with Motor Vehicle

	Making of without Payment

	Offensive Weapon - Points and Blades

	Other offence-types not covered in Tiers 1 and 2


[bookmark: _Toc208339613][bookmark: _Toc222397126]Annex D: Imagery and Protected Characteristics
(a) [bookmark: _Hlk208420744]The MPS recognises that regardless of any performance considerations of the RFR system, there is a need to take particular care when considering (i) age (including the protection of children – particularly the very young), (ii) those with a relevant disability[footnoteRef:5] and (iii) those who have and/or are undertaking a gender reassignment[footnoteRef:6]. This is because: [5:  A relevant disability in this context means those with a disability (as the term is defined in section 6(1) of the Equality Act 2010) and that such a disability may impact on the performance of the police force’s RFR system. Examples which may have an impact (depending on the performance characteristics of the specific RFR system) include if the subject has suffered a facial injury, undergone facial surgery, has a degree of facial trauma or is of a particular bearing which inhibits their facial features from being recognised.]  [6:  In this context means those with who had and/or are undertaking gender reassignment (as the term is defined in section 7(1) of the Equality Act 2010) and that the gender reassignment may impact on the performance of the police force’s RFR system. This is more likely where a less recently taken Probe Image is being considered such that it would pre-date corresponding images in an Image Reference Library.] 


(i) There may be different privacy expectations around the use of RFR[footnoteRef:7] and that these can be particularly relevant in relation to these people given their potential vulnerability[footnoteRef:8]. [7:  For example, in relation to gender reassignment, see Section 22 of the Gender Recognition Act 2004 which protects disclosures other than in certain specific circumstances which include where the disclosure is necessary for the purposes of preventing or investigating crime.]  [8:  For example, in relation to children, see: https://www.app.college.police.uk/app-content/detention-and-custody-2/detainee-care/children-and-young-persons/#children-and-young-persons which is in the context of detention and custody but notes children and young people are a protected group with specific vulnerabilities. Their treatment in detention is governed not only by domestic legislation but also by the UN Convention on the Rights of the Child (UNCRC);] 

(ii) The MPS recognises that those involved in criminality have the wherewithal and capability to exploit information to their advantage. This may arise if there is a published performance differential that shows a lower performance level in relation to a particular protected characteristic. 

(b) Specific safeguards relating to protected characteristics and the use of Probe Images can be found at Annex D, paragraph (f) to this policy. The RFR User must not undertake an RFR Search without being reasonably satisfied that these specific safeguards will be implemented.
Recording composition of Probe Images
(c) RFR Users submitting single Probe Images for searching are required to record whether person(s) contained within the Probe Image is reasonably suspected to be: 
(i) aged under 18-years old;
(ii) aged 16 - 13-years old;
(iii) a person with a relevant disability[footnoteRef:9]; [9:  ] 

(iv) a person who has undertaken a gender reassignment and it is reasonably suspected that the Probe Image is of an image of the person taken prior to their reassignment.

(d) Insofar as the data is extractable from MPS systems by automated means, the MPS must also maintain a record of composition (i) sex (ii) race- by reference to IC code and (iii) age range of its Image Reference Libraries. 

(e) The data relating to Probe Images and Image Reference Libraries will then be recorded in an aggregated manner to be presented to the FR Technology Board on a quarterly basis for review. Information relating to composition will be published annually in line with paragraph 11.2(a) of this Policy.
Specific safeguards
(f) [bookmark: _Ref138835132]The following outlines further, specific safeguards that apply to the use of Probe Images:
	
	Age 
(U. 18)
	Age 
(U.16)
	Disability
	Gender Reassignment
	Age 
(U.13)

	Circumstances relating to the Probe Image where the subject is reasonably suspected to:

	
	Be aged under 18 at the time of the RFR Search.
	Be aged under 16 at the time of the RFR Search.




	Have a relevant disability
	Be a case where the Probe Image pre-dates  the undergoing or completion of a gender reassignment 
	Be aged under 13 at the time of the RFR Search.[footnoteRef:10] [10:  RFR must not to be used for Substantive Image Reference Libraries. By exception and subject to these safeguards a Superintendent may authorise searching for a Temporary Image Reference Library. ] 



	Additional safeguards

	Approval
	RFR User
	RFR Search request requires approval by Inspecting rank or higher
	RFR Search request requires approval by Superintending rank or higher.

	
	Approval by an officer of at least Inspecting rank is also required (per the Matrix at Annex C), in all cases, where the proposed use of the RFR System raises equality considerations as a result having a particular impact on those with a protected characteristic
	

	Specific Advice
	
	Specific advice must be sought from the MPS FRT team from a technical perspective and, if they deem appropriate, the Directorate of Legal Services. Where approval is then sought, this advice needs to be provided to help inform decision making.

	Offence limits[footnoteRef:11]  [11:  Applicable to paragraph 4.2(b) and (c)] 

	Any offence
	Recordable Offences, as defined in PACE 1984 
	
	Group 1 (MOPI) Public Protection Offences Only.

	Necessity
	Specific regard needs to be had for the importance of locating the subject on a risk-based approach in line with the MPS RFR Documents with a particular focus on ensuring the necessity case is fully made out.

	Image
	There is a particular need to ensure that the image is a current as possible and of a suitable quality for use as a Probe Image.

	
	
	Additional controls on retention apply – see Section 10 of this Policy
	
	Additional controls on retention apply – see Section 10 of this Policy
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