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This legal mandate will be subject to periodic review, on at least an annual basis. It can be amended as the law and technology develops further, or as matters relating to Retrospective Facial Recognition (RFR) evolve. It is anticipated that circumstances may arise which fall outside of the scope of this legal mandate. In such circumstances legal advice should be sought from the Directorate of Legal Services. 
1 [bookmark: _Toc221999147][bookmark: _Ref176356066]The Purpose of RFR
1.1 [bookmark: _Ref176351583]RFR is a digital policing tool that enables the MPS to compare images against Permitted Image Reference Libraries in order to identify individuals or determine whether relevant imagery exists to progress policing investigations or operations. Its use can support the advancement of investigations, the identification of unknown subjects, and other operational activity undertaken to protect the public, and is deployed only in pursuit of a legitimate policing aim consistent with the MPS’s obligations under the Human Rights Act 1998.
1.2 The use of RFR will always be in furtherance of one or more Permitted RFR Use Cases set out in the Policy, by which the MPS may pursue one or more legitimate policing aims. The applicable legitimate aims for any RFR Search must be expressly considered via the RFR Submission Form, by confirming the specific Use Case and Permitter Probe Subject Criteria being relied upon. This must be confirmed before assessing whether the proposed RFR Search meets the requirements of necessity and proportionality in accordance with Section 6 of the Policy.

2 [bookmark: _Toc221999148]The Benefits of RFR
2.1 RFR can assist investigators by determining whether an image of a Permitted Probe Subject matches images held within relevant Image Reference Libraries. This capability can help investigators to:
0. develop intelligence leads where identification would otherwise remain unresolved;
0. reduce reliance on manual, resource‑intensive image trawls; and
0. focus investigative activity on corroboration and follow‑up, rather than speculative searching.
2.2 In this way, RFR supports investigative efficiency and effectiveness without removing the need for human judgment or further lawful investigation.
2.3 RFR is particularly valuable in serious or high‑harm investigations, including violent and sexual offences, where timely identification of a suspect may be relevant to safeguarding considerations, evidence preservation, or preventing further harm. Operational experience demonstrates that RFR can assist both:
0. at early stages of an investigation, when limited information is available; and
0. in long‑running or historical investigations, where traditional identification opportunities have been exhausted.

Operational impact
2.4 Quantitative analysis of RFR use between 1 January and 30 June 2025 demonstrates the practical contribution of RFR to investigative activity:
0. 7,745 RFR searches conducted;
0. 3,147 intelligence matches disseminated to Officers in Charge.
2.5 In relation to sexual offences:
0. 410 searches resulted in 131 intelligence matches;
0. Operation Chassis (historical sexual offences) accounted for 210 searches and 46 intelligence matches.
2.6 These data points illustrate that RFR is contributing to investigations across a range of offence types, while remaining subject to the safeguards outlined in this DPIA.

Illustrative operational examples
2.7 Murder investigation: In 2024, following the murder at the Notting Hill Carnival, imagery capturing suspects was lawfully analysed using RFR as part of the investigation. This assisted investigators in developing early intelligence leads, which were subsequently corroborated through further investigative activity. The suspects identified through this process were later charged and convicted. This example illustrates how RFR may support investigations by accelerating the development of intelligence, while remaining embedded within conventional investigative and evidential safeguards.
2.8 High‑volume theft and shoplifting investigations: Throughout 2025, RFR was used to significant effect in tackling high‑volume theft‑shoplifting offending. This type of crime has a substantial impact on shop workers, Londoners and businesses, with large numbers of offences often committed by a small number of prolific individuals. In two recent investigations, suspects operating across several London boroughs were linked—via RFR analysis of CCTV imagery—to more than 100 separate theft offences. By establishing these links, investigators were able to consolidate numerous reports into focused investigations, avoiding the need for individual case allocation for each incident. As a result of this targeted and efficient approach, the two suspects were subsequently charged with a combined total of 104 theft‑shoplifting offences. This example demonstrates how RFR can materially reduce investigative demand in volume crime environments while ensuring that traditional evidential processes remain in place.
2.9 Sexual offence investigation – identification where no forensic opportunities existed: RFR has proven highly effective in the investigation of serious sexual offences, particularly where early identification is critical to safeguarding and risk management. In one case, an offender committed an act of exposure in a residential street as a family were entering their home. The only available evidence was CCTV imagery, with no viable forensic opportunities and no immediately identifiable suspect. RFR was used to analyse the imagery, resulting in the rapid identification of a potential suspect. This facilitated timely arrest, charge and subsequent conviction for the offence. According to the investigation team, without the intervention of RFR the suspect may have remained unidentified for a significantly longer period, if identified at all. This example demonstrates how RFR can provide crucial investigative traction where conventional avenues are limited, supporting safeguarding and timely case progression

3 [bookmark: _Ref176357102][bookmark: _Toc221999149]Legal context

The applicable legal framework
3.1 The use of RFR by the MPS for law‑enforcement purposes is not governed by a single, dedicated statutory regime. Instead, RFR is regulated through a combination of legal sources which, taken together, create a multi‑layered framework governing the lawful use, oversight and accountability of RFR. These sources of law apply to the MPS’ acquisition, retention, processing and comparison of images for the purposes of RFR Searches and inform how RFR may be used in a way that is accessible, foreseeable, necessary and proportionate. 
3.2 This RFR Legal Framework reflects the fact that RFR involves the processing of biometric data after an event, often in the context of a policing investigation or operation, and therefore engages a range of common law policing powers, statutory powers, and safeguards arising from human rights, data protection, equality and surveillance legislation. These combined sources regulate the legal basis supporting RFR Searches, the types of images that may be used as Probe Images or within Image Reference Libraries, and the safeguards that must be applied at each stage of an RFR Search. 
[bookmark: _Toc87303564][bookmark: _Toc87303645][bookmark: _Toc87303731][bookmark: _Toc87303956][bookmark: _Toc87304005][bookmark: _Toc87303565][bookmark: _Toc87303646][bookmark: _Toc87303732][bookmark: _Toc87303957][bookmark: _Toc87304006][bookmark: _Toc21342229]
The legal basis for RFR
3.3 As a police service, the MPS has a number of long‑established policing responsibilities and powers derived from the common law, which have been consistently recognised by the courts. The MPS is obliged to comply with common law and statutory safeguards when delivering its operational policing duties, and relies on these common law powers to discharge a range of its functions, including those relevant to the use of RFR. 
3.4 Key common law powers the MPS may rely upon when utilising RFR technology include the powers to:
· protect life and property;
· preserve order and prevent threats to public security;
· prevent and detect crime;
· bring offenders to justice; and
· uphold national security.
3.5 These policing powers form part of the legal foundation enabling the MPS to process and compare imagery for legitimate policing purposes through RFR Searches. 
3.6 The police’s common law powers as a legal basis to support the use of facial recognition technology were considered in the context of live facial recognition in the “Bridges” litigation. In R (Bridges) v Chief Constable of South Wales Police [2020] EWCA Civ 1058 (the Court of Appeal Bridges decision), the court recognised the ability of the police to rely on their established common law policing powers when deploying facial recognition capabilities. Although this case focused on LFR, the principles articulated by the courts regarding legality, accessibility, foreseeability, necessity and proportionality are equally applicable to RFR, given both involve the processing of biometric data for policing purposes. 
3.7 In the Bridges proceedings, the High Court held that the police’s common law policing powers were “amply sufficient” to support the use of facial recognition technology, and confirmed that “the police do not need new express statutory powers for this purpose.” The Court of Appeal agreed, noting that the legal framework regulating the use of facial recognition by police forces “does contain safeguards which enable the proportionality of the interference with Article 8 rights to be adequately examined.” These findings reinforce that, where proportionate and necessary, the use of RFR can rely on the same foundational legal principles. 
3.8 The Court of Appeal further summarised the legal basis underlying the compilation of Watchlists under LFR as being “both authorised under the Police and Criminal Evidence Act 1984 and within the powers of police at common law.” In the context of RFR, the relevant activity is the creation and use of Image Reference Libraries, which also draws on statutory powers relating to imagery. Section 64A of the Police and Criminal Evidence Act 1984, particularly section 64A(4)(a), provides that photographs taken under the section may be used “for any purpose related to the prevention or detection of crime, the investigation of an offence or the conduct of a prosecution or to the enforcement of a sentence.” The Court of Appeal noted that the sufficiency of these powers was not in dispute. These statutory provisions similarly support the lawful use of RFR in appropriate circumstances. 
The use of Images 
3.9 To undertake RFR searching against a Probe Image, the police need to lawfully hold the Probe Image and the images in the Image Reference Library.

3.10 Key legal bases for obtaining and using images.

(a) Police and Criminal Evidence Act 1984 (PACE):  A key application of RFR Searching arises in the context of imagery of individuals detained at a police station, or of individuals who otherwise fall within the scope of Section 64A PACE following a “relevant event.” RFR provides a means for the police to establish who a person is, and whether they may be wanted for other offences, during the course of detention or investigation. The use of such imagery must be for a purpose related to the prevention and detection of crime and/or the investigation of an offence, including ensuring the safety and wellbeing of the detained person, as well as that of police officers and staff, so that investigations can progress safely and effectively. 
(i) When can photographs be taken? An officer may take a photograph under Section 64A of PACE. This applies to those detained at a police station. Section 64A of PACE also allows photographs to be taken of a person other than when detained at a police station following a ‘relevant event’. ‘Relevant event’ is defined at paragraph 1B of Section 64A. 
(ii) Is consent needed? Section 64A(1A) permits the taking and use of the photograph with appropriate consent, or, where such consent is withheld or not practicable to obtain, authorises its use without consent. PACE CODE D provides some non-exhaustive examples of when consent may not be practicable including:

(a) if a person is drunk or otherwise unfit to give consent; 
(b) where there are reasonable grounds to suspect that if a person became aware that a photograph was to be taken, they would take steps to prevent it being taken (for example through violence or other resistance such as covering their face) or that it would otherwise not be possible to take it;
(c) in the case of a juvenile, if a parent or guardian cannot be contacted in sufficient time to allow the photograph to be taken; and
(d) [bookmark: _Ref66618380]on occasions where it is necessary to take the photo covertly – on these occasions there should be a clear rationale as to why the necessity case arises and why it is more than merely desirable to take a covert image. 
(iii) What can the image be used for? Section 64A(4)(a) provides that an image taken under the power can be: 
(a) used by, or disclosed to, any individual for any purpose related to the prevention or detection of crime, the investigation of offences or the conduct of prosecutions by, or on behalf of, police or other law enforcement and prosecuting authorities inside and outside the UK or the enforcement of a sentence; and 
(b) after being so used or disclosed, may be retained but may not be used or disclosed except for a purpose so related (together, the 64A Purpose Limitation). 
(iv) The nature of the any purpose-related statutory power, provides a legal basis to submit an image taken under Section 64A PACE for RFR searching providing such action would be in accordance with the wider legal framework that regulates the use of RFR (notably human rights and data protection considerations).
(v) PACE Code D (Note 5B) sets out non‑exhaustive examples of circumstances in which photographs may be used for legitimate policing purposes. These examples support several policing reasons for using RFR.
	Action
	PACE Code D Power (Note 5B)

	Checking if a person is sought for other offences
	“checking the photograph against other photographs held in records or in connection with, or as a result of, an investigation of an offence to establish whether the person is liable to arrest for other offences”

	Seeking to verify a person’s real identity
	“when the real identity of the person is not known and cannot be readily ascertained or there are reasonable grounds for doubting a name and other personal details given by the person, are their real name and personal details” 

	Confirming a response to bail 
	“when a person has answered to bail at a police station and there are reasonable grounds for doubting they are the person who was previously granted bail, using the photograph to help establish or verify their identity”

	Confirming the execution of a warrant
	“when the person arrested on a warrant claims to be a different person from the person named on the warrant and a photograph would help confirm or disprove their claim”



(b) Other statutory powers which enable the taking of an image for RFR searching include: 
(i) The Terrorism Act 2000 (TACT): A person may be detained under Section 41 TACT or examined under Schedule 7 of TACT for the purposes of determining a person if a person is, or has been, involved in the commission, preparation or instigation of acts of terrorism. Paragraph 2(1) of Schedule 8 to TACT empowers an authorised person to take any steps which are reasonably necessary for photographing a detainee, measuring them or identifying them.
(ii) The Counter Terrorism Border Security Act 2019 (CTBSA): Similar powers to Schedule 7 TACT exist under Paragraph 26(1) to Schedule 3 of CTBSA where an examination may occur for the purpose of determining whether a person is, or has been, engaged in hostile activity with a corresponding power to take photographs arising.  In light of the power to use the photographs for the purposes of identifying a detainee or a person subject to examination, and pursuant the applicable Codes of Practice, an ability to use the photograph to verify that a person is not a particular person, there is a legal power to undertake RFR searching for images obtained following an examination under Schedule 7 TACT and/or Schedule 3 CTBSA (as applicable).
(iii) Immigration Powers: Paragraph 18 to Schedule 2 of the Immigration Act 1971 provides a power for a constable to take such steps as may be reasonably necessary for photographing, measuring or otherwise identifying a detailed person and accordingly provides policing with a power to take photographs and submit them for RFR Searching when seeking to identify them. 

(c) Powers to bring photographs into policing possession: Any use of such an image as a Probe Image for RFR searching must be predicated on the image already being lawfully in police possession. Not all photographs used by policing to undertake RFR searching will have been taken by the police. They may instead be given to the police or otherwise brought into policing possession and then benefit from powers granted to policing to analyse such data. This may occur for example when:
(i) police benefit from the voluntary provision of a device with the agreement to extract information in line with Chapter 3 of Part 2 of the Police, Crime, Sentencing and Courts Act 2022 and its associated Code of Practice. 
(ii) police exercise powers of seizure or retention (eg. under the Police and Criminal Evidence Act 1984). 

(d) Common Law Powers: In the absence of a specific statutory power, the MPS may rely on its common law powers to take photographs more generally and use them for submitting a Probe Image to RFR technology for searching. Key policing common law powers include those: 
1. protect life and property;
1. preserve order and prevent threats to public security;
1. prevent and detect crime;
1. bring offenders to justice; and
1. uphold national security

(e) Case law on the use of common law powers to support the taking of photographs and using a probe image to undertake an RFR search: 

1. The courts have recognised that “the rules need not be statutory, providing they operate within a framework of law and that there are effective means of enforcing them” (R (Catt) v Association of Chief Police Officers [2015] A.C. 1065 at [11])

1. Policing powers to take photographs at common law: In R (Wood) v Commissioner of Police of the Metropolis [2010] 1 WLR 123,  the police took and retained photographs of the claimant in the street for the purpose of gathering evidence about possible disorder and criminal conduct. There, Laws LJ and Lord Collins held that this was lawful (see [50] – [55] and [98] – [100]). As Lord Collins observed at [98], “The taking of photographs in the present case was lawful at common law, and there is nothing to prevent their retention”. This was supported by the Court of Appeal in R (on the application of Edward Bridges) v The Chief Constable of South Wales Police [2020] EWCA Civ 1058, which noted “Just as the human eye can observe a person in a public place, so the police have the power to take photographs of people.”

1. In the case of R (Catt) v Association of Chief Police Officers [2015] A.C. 1065, Lord Sumption recognised that applicants could have their personal information noted down and retained by the police as they occupied publicly accessible space. The court recognised the police’s common law powers to collect and store information are subject to an “intensive regime of statutory and administrative regulation” under the Data Protection Act and applicable guidance documents on the management of police information. 
1. Policing powers to use photographs at common law: The courts have further recognised the right of the police to make use of a photograph of an individual. The courts accepted the purposes of preventing and detecting crime, the investigation of alleged offences and the apprehension of suspects or persons unlawfully at large. This was the case whether or not the photograph is of any person they seek to arrest or of a suspect’s accomplice or of anyone else. The court confirmed the “key is that they must have these and only these purposes in mind and must … make no more than reasonable use of the picture in seeking to accomplish them” (Hellewell v Chief Constable of Derbyshire [1995] 1 WLR 804 at 810F

(f) In a different application, the use of the police’s common law powers and PACE as a legal basis to support facial searching has been considered and recognised by the courts in the context of Live Facial Recognition in:

(i) R (on the application of Edward Bridges) v The Chief Constable of South Wales Police [2019] EWHC 2341 (Admin); and (on appeal in)
(ii) R (on the application of Edward Bridges) v The Chief Constable of South Wales Police [2020] EWCA Civ 1058. 

(g) Prior to approving an Image Reference Library for RFR searching, its legal basis and its ability to be used for RFR must be established and recorded. Where officers are considering conducting an RFR Search using a Probe Image obtained in reliance of a legal power not covered in this legal mandate, legal advice should be obtained from the MPS FR Team and Directorate of Legal Services.

4 [bookmark: _Toc221999150]MPS RFR Policy   
4.1 The MPS has developed its Policy which reflects the principles concerning the lawful use of facial recognition technology expressed in recent jurisprudence to ensure the MPS’ lawful use of RFR which is consistent with the MPS’ obligations under the following: 
· Human Rights Act 1998 
· Equality Act 2010 
· Data Protection Act 2018 
· Protection of Freedoms Act 2012
· Freedom of Information Act 2000

5 [bookmark: _Toc221999151]Human Rights Act 1998
5.1 All MPS use of RFR must comply with the Human Rights Act 1998. Before the use of a probe image and undertaking a search using RFR, there is a requirement to consider whether the use of a Probe Image and undertaking RFR searching would be a proportionate means of achieving the MPS’s policing objectives, considering the impact of such action on the rights and freedoms of members of the public. The operational compliance with the Human Rights Act is expressly considered at section 6 of the Policy. 
Article 8 

5.2 RFR technology engages the Human Rights Act 1998 and has the potential to impact upon an individual’s Article 8 rights, the right to respect for private and family life.  Private life is a broad concept, covering a person’s physical appearance and social identity. It extends to afford people a reasonable expectation of privacy, particularly regarding their personal identity. It also protects how people go about their daily lives, particularly where they have an expectation of privacy. This provides:

“There shall be no interference by a public authority with the exercise of this right except such as is in accordance with the law and is necessary in a democratic society in the interests of national security, public safety or the economic well-being of the country, for the prevention of disorder or crime, for the protection of health or morals, or for the protection of the rights and freedoms of others.”
5.3 As a qualified right, any interference with an individual’s Article 8 rights is only permissible if:
· there is a legal basis for the interference with the qualified right that the public can understand;
· the use of RFR seeks to achieve a legitimate aim (referenced in section 1 of this Legal Mandate); 
· [bookmark: _Ref16006864]it is necessary for the purposes of that aim in a democratic society; and
· the use of RFR is proportionate to the legitimate aim being sought. 

5.4 The Court of Appeal Bridges decision noted that, to be ‘in accordance with the law’ for the purposes of Article 8, the legal basis must:

“be ‘accessible’ to the person concerned, meaning that it must be published and comprehensible, and it must be possible to discover what its provisions are. The measure must be ‘foreseeable’ meaning that it must be possible for a person to foresee its consequences for them and it should not ‘confer a discretion so broad that its scope is in practice dependant on the will of those who apply it, rather than on the law itself”.
5.5 Accessibility: The RFR Legal Framework which underpins the MPS’s RFR capability benefits from a number of steps to ensure it is sufficiently accessible to meet the quality of law test. In particular the RFR Legal Framework benefits from primary legislation for its use of custody images and a number of other case-specific use-cases identified in this legal mandate, published and often-cited case law, and published Codes of Practice (including in relation to PACE, Border Powers, TACT and the voluntary provision of a device with the agreement to extract information). 

5.6 Foreseeability: The use of RFR should be undertaken in a way that is predictable. It does not require “an over-rigid regime which does not contain the flexibility which is needed to avoid unjustified interference with a fundamental risk” but does mean “safeguards should be present in order to guard against overbroad discretion resulting in arbitrary, and thus disproportionate interference with Convention rights”.[footnoteRef:2]  [2:  Per Lord Hughes in Beghal v Director of Public Prosecutions [2016] AC 88 at [31] and [32]. ] 


5.7 In Bridges, in the context of Live Facial Recognition, the Court of Appeal held that too much operational discretion around who could be placed on a Watchlist and where LFR could be deployed rendered its use insufficiently foreseeable in that case. To avoid such concerns, the MPS addresses the foreseeability requirement for RFR through its published RFR Policy and RFR Documents, which clearly define the circumstances in which RFR may be used and the safeguards that apply.

5.8 For RFR, the foreseeability considerations are best understood as the “What Question” and the “How Question”. Together, these define the limits within which RFR may be used and the safeguards that apply, ensuring that retrospective biometric processing is not applied arbitrarily nor an unpredictable application by the MPS.

5.9 The ‘What Question’ – What images may be used for RFR Searching, and with what safeguards? The MPS RFR Documents answer this by (in summary):
· RFR may only process images of a Permitted Probe Subject.
A Probe Image can be used only where the subject falls within the Policy’s defined categories (e.g., wanted by the courts; reasonably suspected of a recordable offence; subject to bail/court restrictions; Schedule 7/3 examined; national security risk; missing; deceased/grievously injured; victim; or possesses information of importance to an investigation/operation). This narrows who can be searched and makes use predictable. 
· Probe Images must be lawfully held and suitable for RFR.
Imagery must already be lawfully in MPS possession, be of sufficient quality and format for RFR, and be capable of use without unacceptably compromising the source. The most suitable/current image should be used, and—among eligible options—the one with the lowest privacy expectations should be preferred. 
· A tiered Image Matrix governs privacy expectations by source.
Decision‑makers classify imagery across Levels 1–5 (police‑originated compliant → non‑police originated with higher sensitivity). Any doubt is resolved in favour of the higher level. This matrix channels choice of images and embeds foreseeability about which sources may be used. 
· Additional safeguards apply where protected characteristics raise heightened risks.
Specific controls apply (especially for children/very young persons, relevant disability, and gender reassignment), including uplifted approval thresholds, offence limits, and tighter retention—so the public can foresee when such images may or may not be used. 
· Only Permitted Image Reference Libraries may be searched.
RFR can use (a) Substantive Image Reference Libraries approved in the RFR Policy for standing use (e.g., Custody Images), and (b) Temporary Image Reference Libraries approved for a specific investigation/operation; both must comply with the Policy’s rules on images and equality. 
· Libraries are approved with scope, duration, and review controls.
Temporary Libraries require Superintendent‑level authority (with urgency contingencies), consultation (DLS/DPO/technical), a defined policing objective, limited initial duration (with periodic review), and documented approval on the MPS RFR Library Approval Form. This makes what libraries may be used foreseeable. 
· A least‑intrusive‑first rule governs which Libraries are searched.
Decision‑makers must prefer relevant Libraries with lower privacy/equality impact. This staged model limits what data can be touched at each step. 
· Rules on ongoing use (Unsolved Crime Cache) are defined and bounded.
Where policy criteria are met, images may be placed into the Unsolved Crime Cache for periodic matching against new holdings, subject to tier‑based review cycles, removal triggers (e.g., policing purpose resolved), and strict retention limits—clarifying when images may be kept and re‑used. 
· Retention is constrained by MOPI tiers and age‑sensitive limits.
The Policy sets maximum retention periods by age group (for example, separate limits for ages 13–15, 16–18, and adults). Once a Library reaches its retention limit, it must be withdrawn from use for searching and deleted within 31 days. Probe Images are deleted following the relevant case outcomes and any associated disclosure obligations. These measures make clear what material is retained and the duration for which it may be kept
· Human‑in‑the‑loop Adjudication constrains what becomes a “match.”
Potential Matches are only designated Viable Matches by users after considering image quality, subject/system/environmental factors. Any results determined to be irrelevant or unsuitable must be discarded and recorded in accordance with the Policy. These requirements limit the circumstances in which RFR results may be treated as actionable.
· Dissemination and use of results are bounded.
Viable Matches are treated as intelligence leads, not evidential; standard caveats apply; sharing beyond MPS is minimised and must carry equivalent safeguards. This clarifies what may be shared and in what form. 
5.10 The ‘How Question’ – How an RFR Search must be undertaken, and with what safeguards?. The MPS RFR Documents answer this (in summary) by:
· Defining the purpose and grounds on which an RFR Search may be undertaken. 
The RFR Policy restricts RFR to two Permitted RFR Use Cases, which must be recorded on the RFR Submission Form. This confines RFR to clearly defined policing purposes and limits the risk of arbitrary or open ended use. It prevents exploratory or speculative searches and ensures that RFR is deployed only in accordance with the legitimate and specified purposes set out in this Policy.
· Requiring Pre‑RFR Checks to ensure necessity and a least‑intrusive approach.
Before an RFR Search may occur, less intrusive investigative options must be considered or exhausted/unviable, unless the case is urgent. This ensures RFR is used only where necessary and proportionate. 
·  Specifying the procedural steps for conducting an RFR Search.
The RFR Documents prescribe the full process including:
· completion of an RFR Submission Form,
· confirmation of the policing objective,
· necessity and proportionality assessment to be undertaken, 
· adherence to image and privacy safeguards, and
· elevation criteria linked to intrusion and/or equality considerations
This channels decision‑making and ensures that RFR activity is properly justified. 
· Requiring appropriate approval before an RFR Search may be carried out.
The RFR Policy sets approval thresholds for when an RFR User or higher‑ranked officer must authorise a search—including where images fall within higher privacy tiers, protected characteristic categories, or involve multiple Probe Images. This constrains operational discretion and ensures supervisory oversight. 

· Embedding a human‑in‑the‑loop requirement during the Adjudication stage.
Potential Matches produced by the RFR System must be reviewed by RFR Users, who assess factors such as image quality, subject factors and environmental context. Potential Matches may only be designated Viable Matches following human assessment, ensuring results are not treated as system‑generated findings. 

· Ensuring that RFR Search results are appropriately disseminated.
RFR results must be disseminated with the mandated caveats, emphasising that Viable Matches are intelligence leads, not evidence. This constrains the practical effects of any RFR Search outcome and ensures that only results meeting the required standards proceed further in an investigation. 

· Requiring documentation and auditability at each stage.
All material steps and recorded. This ensures transparency, enables retrospective audit, and constrains officer discretion by requiring accountability.

5.11 To comply with the RFR Policy, RFR must not be used where a Permitted Use Case is not met, where Pre‑RFR checks indicate a less intrusive alternative is viable, or where imagery does not meet the criteria for a Permitted Probe Subject or Permitted Image Reference Library.

5.12 The use of RFR seeks to achieve a legitimate aim

(a) Article 8 recognises the interests of national security, public safety, and the prevention of disorder or crime as legitimate aims. The use of RFR in accordance with the MPS RFR Documents enables the MPS to pursue these aims by supporting the prevention and detection of crime, the investigation of offences, and the identification of individuals where necessary for a policing purpose.

(b) The Policy ensures this by requiring that every RFR Search aligns with a Permitted RFR Use Case and involves a Permitted Probe Subject, thereby linking the policing purpose being pursued to a clearly defined category of individual. This dual requirement channels officer discretion, limits the use of RFR to specified policing objectives, and ensures that its use is directed towards achieving a legitimate aim under Article 8.

5.13 The use of RFR is proportionate to the legitimate aim being sought

(a) When considering the use of RFR, the benefits of using RFR for an investigation or operation should not be disproportionate or arbitrary. The benefits of using RFR to progress a policing investigation or operation must be capable of justifying the interference caused by submitting a Probe Image for comparison against an Image Reference Library, taking account of the safeguards in the RFR Policy.

(b) In this respect, the following factors (among others, depending on the circumstances of the investigation or operation) will guide those requesting and giving approvals in relation to RFR: 
(i) The use of RFR should be a reasonable use of MPS powers - it will not be proportionate if the proposed use of RFR is excessive in the overall circumstances of the investigation, operation or other policing activity. 
This requires consideration of the legitimate policing purpose and the potential benefits of using RFR in order to progress it. This needs to be balanced against the interference caused by undertaking a RFR Search using a Probe Image against an Image Reference Library. In this context the following points are particularly relevant when reaching a judgment as to proportionality: 

1. The proposed RFR Search must fall within one of the two Permitted RFR Use Cases. This ensures that RFR is only used where a defined policing purpose exists and prevents speculative or open‑ended searches.
2. The subject of the Probe Image must meet the criteria for a Permitted Probe Subject. This limits RFR to clearly defined categories of individuals whose identification is necessary for a policing purpose.
3. Pre‑RFR Checks must confirm that less intrusive investigative options are exhausted or unviable. This enforces necessity and ensures RFR is a proportionate method of progressing the investigation.
4. A staged, least‑intrusive‑first approach must be taken to selecting the Image Reference Library. 
5. Probe Images must be assessed using the Policy’s Levels framework.
Images with higher privacy expectations (Levels 3–5) require additional approvals and safeguards to ensure proportionality.
6. The relevance and suitability of the Probe Image must be considered.
This includes image quality, currency, and whether it is the least intrusive suitable image already lawfully held.
7. The overall RFR process must be proportionate when viewed as a whole.
The approach requires the whole process to be considered, in terms of what may be reasonably anticipated to ensure that RFR Search results would be actionable and the process as a whole not unduly excessive before committing to it. 
(ii) Consideration should be given as to the extent of any proposed interference with privacy against what is sought to be achieved and if there are other viable methods to achieve the aim which involve a lower level of interference.
The MPS RFR Policy provides for a requirement to have regard to relevant Pre-RFR Checks to ensure other less-intrusive options have been undertaken or otherwise considered and (i) dismissed as not viable or (ii) pursued in tandem with an RFR Search where the urgency of the need does not support awaiting the result of the Pre-RFR Checks. 
It is also relevant that facial biometrics are generally less sensitive than certain other biometric modalities. As recognised in S v United Kingdom, fingerprints contain significantly less personal data than a DNA sample; facial biometric templates extracted for RFR purposes similarly do not reveal underlying health characteristics or genetic information. Accordingly, facial recognition may, in some cases, constitute a more proportionate and less intrusive option than other available biometric or investigative alternatives, particularly given that facial templates are proprietary to the system and do not serve as a universal biometric identifier.
(iii) [bookmark: _Ref16006893]How and why the methods adopted will cause the least possible inference to the person(s) sought and others must be addressed. 
RFR is post‑event and case‑specific: a Probe Image (already lawfully held) is submitted for an RFR Search against Permitted Image Reference Libraries approved in line with the Policy; the capability does not permit mass CCTV/video analysis and only accepts still images or short video clips (circa ≤30 seconds), thereby avoiding any open‑ended or real‑time scanning and restricting processing to what is necessary for the specific investigation or operation
Collateral intrusion is minimised by design and process:

1. Face selection: where an image contains multiple faces, the RFR User selects only the relevant face(s) for comparison, limiting biometric processing of uninvolved persons. 
2. Ranked, limited returns: the system returns ranked Potential Matches to the RFR User; a subset of the total library is presented for human Adjudication.
3. Staged, least‑intrusive‑first library selection: searches begin with the least intrusive relevant Image Reference Library. 
4. Time‑bound use and deletion controls: Temporary Libraries have defined scope/duration and review, and Probe Images and Libraries are subject to strict retention and deletion (e.g., removal from search and deletion within defined periods), keeping interference to a minimum.

Taken together, these safeguards ensure that an RFR Search is tailored to the policing objective, and that any interference with privacy—of the person sought or third parties—is kept to the minimum necessary in the circumstances.
(a) Proportionality controls – ‘designed in’. Controls are also designed in to the RFR system and its operation to help minimise any impact on those in a Probe Image and/or an Image Reference Library as follows:
(i) Probe Images: 
· Selection: a human decision is needed to select Probe Images for RFR Searching – there is no automatic decision to submit for RFR Searching. This ensures the use of RFR is focused. 
· Managing collateral within a Probe Image: The RFR System has the ability to select relevant faces for RFR Searching where an image has multiple people within it prior to any biometric processing having occurred.
· Source / Expectations of Privacy: the need to consider the source of Probe Images including (i) the source of the image and any risk of compromise/risk to that source, (ii) where the image is taken of a non-compliant subject, raises wider human rights consideration or otherwise obtained in circumstances where there are greater expectations of privacy. The use of the Probe Image ‘Levels’ system and the elevated privacy considerations position in the MPS RFR Policy Document embeds this approach.
· Currency: controls around the currency of Probe Image with the most up to date and/or suitable image being used for RFR Searching unless there are particular reasons to search against a specific image. 
· Suitability: ‘by design’ the RFR system will assess the image for quality and suitability for matching in order to allow MPS personnel to consider and manage the risk of poor quality images generating inaccurate responses. 
· Use: Probe Images may only be used for RFR Searching if they fall within specified categories which each link to an underlying policing purpose and ground. Further specific safeguards have been adopted in relation to age, relevant disability and those who have and/or are undertaking a gender reassignment.
· Ongoing searching: The criteria for addition to the Unsolved Crime Cache and the time-limited periods before a review is required ensures a continued need to see a Potential RFR Match is made out. 
· Additional retention controls: The MPS has adopted MOPI controls as regards retention, but supplemented this with further control measures based around how the system operates to ensure retention is focused and proportionate in the context of the MPS’s use case for RFR. This process ensures that where data is not needed within the RFR System is removed from it.
(ii) Image Reference Images: 
· Methodology for use: the selection of the Image Reference Libraries for searching is specific to each RFR Search and informed by the intelligence case and policing need for that RFR Search; this is to ensure the currency, relevancy, necessity and proportionality by which any image is included for potential matching. 
· Temporary image Reference Libraries: the use of a limited-time, limited-purpose and access controlled Image Reference Library to limit the availability of images relevant to a specific investigation or operation from wider searching.
· Additional retention controls: The MPS has adopted MOPI controls as regards retention, but supplemented this with further control measures to ensure the images retain currency and are proportionate in the context of the MPS’s use case for RFR. This has also informed the MPS’s dedicated retention periods for those who are aged under 18. These controls are specific to the use of data processed by the RFR System and are distinct from any controls that apply to the retention of the underlying images held by the police.
· Designed in deletion: In relation to Image Reference Libraries, these are not resources dedicated to the RFR System and will instead be retained by the MPS in line with the policy framework governing their original purpose.  From an RFR perspective, images imported via the ‘delta link’ to an Image Reference Library will cease to be available for RFR Searching ‘by design’ if the underlying image is deleted.  Additionally, images will be deleted from any RFR system on expiry of any approval to use the Image Reference Library for RFR Searching. 
· Human in the loop: the RFR system is designed to assist MPS personnel. The RFR system will always flag potential matches against an Image Reference Library to at least one officer for a decision on any further action rather than autonomously taking a decision on any action after making a potential match. 
(iii) Approvals for RFR Searching: 
· Image Reference Libraries: prior to the utilisation of any Image Reference Library for searching by means of Probe Image the an approval must be obtained from: (i) the MPS RFR SRO in the case of Substantive Image Reference Libraries by the adopting of the MPS RFR Policy;  or (ii) an officer of at least Superintending rank in the case of an Temporary Image Reference Library (save in cases of urgency). This provides oversight and scrutiny from suitably senior personnel with experience of evaluating the policing need with the intrusions associated with a policing action. 
· Probe Images: RFR Users are able to undertake RFR Searches using Probe Images with the lowest levels of intrusion against Image Reference Libraries that have been approved for RFR Searching.  Where a Probe Image is assessed as more sensitive (e.g., Levels 4–5, or protected‑characteristic safeguards apply), authorisation by at least an Inspector must be obtained before the RFR Search is undertaken – such officers are familiar with privacy considerations and in other contexts, such as custody are already given legal powers under PACE for authorising the taking of other biometric data and undertaking searches using it. 
(iv) Review: 
· RFR Search results: All RFR Searches are subject to human-in-the-loop decision making – a Potential RFR Match only becomes a Viable RFR Match following a human review via the Adjudication process. 
· Approval and review of Image Reference Libraries:   The MPS RFR Policy provides as means by which the SRO and the FR Board will be cited as regards the Image Reference Libraries used within the MPS RFR System.
· Ongoing: RFR Searching and the materials that support RFR Searches will be subject to periodic review to ensure that the RFR system and its operation remains necessary, proportionate and effective in terms of meeting its use case. 

5.14 The use of RFR is necessary for the purposes of that legitimate aim in a democratic society

(a) RFR will be used in response to a pressing social need by helping the MPS to deliver on its policing responsibilities. It enables the MPS analyse the imagery it holds to help the MPS undertake investigations in an efficient and effective way compared to lengthy manual alternatives. It reflects the need to use of proven technologies to better equip officers to tackle criminality and focus their time to greatest crime-fighting effect.  It is therefore a tool that helps the MPS to discharge its operational, investigative and safeguarding policing responsibilities. 

(b) The policing need that underpins the purpose for the search must be sufficiently important to justify it such that the search is necessary - both in terms of (i) the use of the Probe Images and (ii) the Image Reference Libraries against which the RFR Search is conducted. Necessity in this context should lie somewhere between ‘indispensable’ and something which is more than merely ‘desirable’. RFR Users need to keep a record why they considered undertaking an RFR Search to be necessary, including the problem the search was seeking to address (i.e. the Use Case) as part of the completion of the RFR Submission Form. 

(c) In each case, necessity is established only where the proposed search falls within a Permitted RFR Use Case and the individual depicted is a Permitted Probe Subject, with Pre‑RFR Checks evidencing that less‑intrusive alternatives have been exhausted or are unviable (or, in urgency, thar proceeding without delay is required). The chosen Image Reference Library must follow the Policy’s staged, least‑intrusive‑first approach, with any escalation recorded, and the RFR Submission Form must document the policing objective, legitimate aim(s), necessity and proportionality rationale before the search proceeds.

Probe Images 
5.15 Images of persons held on a dataset by policing comprise personal data. Gaughran v United Kingdom recognises that there is a sensitivity to a dataset over a disaggregated collection of images noting:[footnoteRef:3]  [3:  At para 44 of the judgment.] 


“The building up of a database of such data from those convicted of offences provides a very useful and proven resource in the battle against crime by reason of the assistance it provides in identifying individuals. It is clear that the larger the database the greater the assistance it will provide. While a universal database would be of immense help in combatting crime, weighing the private rights of individuals against the good which would be achieved by such a universal system requires the striking of a fair balance. Experience has shown that those who have committed offences may go on to commit other offences. A state decision to draw the line at those convicted of a substantial category of offences is entirely rational and furthers the legitimate aim of countering crime so as to protect the lives and rights of others.”

5.16 The effect of Gaughran is that enrolling images into a police dataset for systematic searching—such as an Image Reference Library used for RFR—can increase the Article 8 sensitivity of the data, because the image becomes capable of revealing more to a greater number of people for policing purposes. The Court also confirmed that the retention of custody images itself amounts to an interference with Article 8.

5.17 Consistent with this, the RFR Policy recognises that the retention and RFR Searching of an Image Reference Library engages Article 8 and therefore requires justification through the safeguards in the Policy, including:
(a) the requirement that any Library used for RFR must be a Permitted Image Reference Library, approved through the processes set out in the Policy;
(b) the staged, least‑intrusive‑first approach when selecting Libraries; and
(c) the retention and deletion controls (including the 31‑day deletion rule and MOPI‑aligned retention ceilings).

5.18 The degree of interference: The courts have previously considered the level of intrusion inherent in creating a biometric template and comparing it against stored images. In Bridges, considering LFR in the context of passers‑by who did not generate an alert, the Court of Appeal accepted that Article 8 was engaged but held the interference for those individuals to be “negligible”.

5.19 A similar position applies to RFR until the point at which a Potential Match is returned, for the following reasons:
(a) Both passing an LFR system and submitting a Probe Image to the RFR System involve the creation of a biometric template, which is processed solely for comparison purposes and is then deleted unless a Potential Match is returned or the image is added to the Unsolved Crime Cache for ongoing search under policy rules. Both passer‑by and Probe Image biometric templates are deleted once the RFR search has been run, unless a Potential Match is returned or the image needs to be subjected to a further search by way of the Unresolved Crime Cache; 
(b) In both contexts, the processing is not revelatory unless and until a Potential Match is produced. Prior to that point, the only meaningful output is a negative assurance that the person does not match any entry in the Watchlist / Image Reference Library (as applicable);
(c) RFR is post‑event, case‑specific, and uses imagery already lawfully held. It does not analyse live feeds or conduct mass CCTV/video analysis, and its design—particularly selective facial processing and limited ranked returns—restricts processing to what is necessary.

5.20 Once an RFR Search generates a Potential Match, the level of interference increases beyond the “negligible”. At this stage:
(a) Additional data processing takes place; 
(b) The individual becomes the subject of further scrutiny, including human‑in‑the‑loop Adjudication and checks against other operational information; and 
(c) The result may have consequences for the individual if the match is assessed as a Viable Match and informs subsequent policing decisions.

5.21 Given these factors can be anticipated prior to authorising the RFR Search, the overall nature and intensity of the intrusion must be assessed holistically and must be capable of clear justification at the point the Search is approved.—including consideration of the policing purpose, the Permitted Use Case, the Permitted Probe Subject criteria, and the availability of less intrusive alternatives.

Article 9
5.22 The use of RFR may have an impact on Article 9 rights of individual’s freedom of thought, belief and religion. Article 9 seeks to afford protections and an individual’s right to put their beliefs into action, this may include wearing religious clothing, talking about their religious beliefs and/or taking part in an act of religious worship. The law provides:
“Everyone has the right to freedom of thought, conscience and religion; this right includes freedom to change his religion or belief and freedom, either alone or in community with others and in public or private, to manifest his religion or belief in worship, teaching practice and observance. There shall be no interference by a public authority with the exercise of this right except such as is in accordance with the law and is necessary in a democratic society in the interests of national security, public safety or the economic well-being of the country, for the prevention of disorder or crime, for the protection of health or morals, or for the protection of the rights and freedoms of others.”

5.23 In the RFR context, Article 9 may become relevant where the Probe Image depicts religious attire, is taken at or around a place of worship, or otherwise relates to the external manifestation of a belief. In such cases, decision‑makers must give careful regard to whether the proposed RFR Search could have a chilling effect on an individual’s willingness to manifest their beliefs.
5.24 As a qualified right, any interference with an individual’s Article 9 rights is only permissible if:
· there is a legal basis for the interference with the qualified right that the public can understand;
· the use of RFR seeks to achieve a legitimate aim (referenced in section 1 of this Legal Mandate); 
· it is necessary for the purposes of that aim in a democratic society; and
· the use of RFR is proportionate to the legitimate aim being sought. 

Articles 10 and 11

5.25 The use of Retrospective Facial Recognition (RFR) may, in certain circumstances, engage an individual’s Article 10 and Article 11 rights. These rights have particular relevance where RFR is used in the context of policing assemblies, protests, demonstrations, or other forms of collective or individual public expression. This may include circumstances where the intended use of RFR is communicated in advance as part of an operational policing plan. The possibility that an RFR Search could be undertaken may—depending on the circumstances—affect the willingness of individuals to exercise their Article 10 (freedom of expression) and Article 11 (freedom of assembly and association) rights in the future.

5.26 Article 10 seeks to protect the rights of persons to hold their own opinions and to be able to express these freely without interference. Article 11 rights of individuals concern freedom of assembly and association. Article 11 seeks to protect the rights of individuals to peacefully assemble and the freedom to associate with others. The two rights are often engaged together with interplay between them. The law provides:

Article 10: “Everyone has the right to freedom of expression. This right shall include freedom to hold opinions and to receive and impart information and ideas without interference by public authority and regardless of frontiers. This Article shall not prevent States from requiring the licensing of broadcasting, television or cinema enterprises. The exercise of these freedoms, since it carries with it duties and responsibilities, may be subject to such formalities, conditions, restrictions or penalties as are prescribed by law and are necessary in a democratic society, in the interests of national security, territorial disorder or crime, for the protection of health or morals, for the protection of the reputation or rights of others, for preventing the disclosure of information received in confidence, or for maintaining the authority and impartiality of the judiciary.”

Article 11: “Everyone has the right to freedom of peaceful assembly and to freedom of association with others, including the right to form and to join trade unions for the protection of his interests. No restrictions shall be placed on the exercise of these rights other than such as are prescribed by law and are necessary in a democratic society in the interests of national security or public safety, for the prevention of disorder or crime, for the protection of health or morals or for the protection of the rights and freedoms of others. This article shall not prevent the imposition of lawful restrictions on the exercise of these rights by members of the armed forces, of the police or of the administration of the state.”

5.27 As qualified rights, any interference with an individual’s Article 10 and/or 11 rights is only permissible if:
· there is a legal basis for the interference with the qualified right that the public can understand;
· the use of RFR seeks to achieve a legitimate aim (referenced in section 1 of this Legal Mandate); 
· it is necessary for the purposes of that aim in a democratic society; and
· the use of RFR is proportionate to the legitimate aim being sought. 
5.28 Decision‑makers should pay particular attention to whether the use of a Probe Image obtained in a protest or assembly context could have a chilling effect on the willingness of individuals to exercise their Article 10 and 11 rights,

Article 14
5.29 This right requires that all of the rights and freedoms set out in the Human Rights Act 1998 must be protected and applied without discrimination. This is based on the principle that everyone, no matter who they are, should enjoy the same human rights and have equal access to them. The law provides:
“The enjoyment of the rights and freedoms set forth in the European Convention on Human Rights and the Human Rights Act shall be secured without discrimination on any ground such as sex, race, colour, language, religion, political or other opinion, national or social origin, association with a national minority, property, birth or other status.”
5.30 Article 14 is not a stand‑alone right. It is engaged only where differential treatment affects the enjoyment of another Convention right, even if that underlying right has not itself been breached. In the context of Retrospective Facial Recognition (RFR), this requires consideration of whether the use of a Probe Image, or the compilation or use of an Image Reference Library, may have a differential or disproportionate impact on individuals with protected characteristics.
5.31 The RFR Equality Impact Assessment and the safeguards contained in the RFR Policy (including the Probe Image Levels framework, specific Protected Characteristic controls, uplifted approval thresholds, and enhanced retention requirements) provide the means through which such risks are identified, managed and mitigated. These considerations are applied on a case‑by‑case basis and—where relevant—must be recorded within the RFR Submission Form, ensuring that equality impacts are expressly considered as part of the authorisation of an RFR Search.
Operational Duties
5.32 Those authorising or undertaking RFR searches should expressly consider the duty to uphold an individual’s right to life (Article 2) and freedom from torture or inhuman or degrading treatment (Article 3). Articles 2 and 3 are absolute rights: they cannot be justified or balanced away. However, they may impose positive duties on policing to take reasonable and proportionate steps to prevent harm to the public where a risk is known or should reasonably have been known. 
5.33 The European Court of Human Rights in Osman recognised a positive duty to take reasonable measures to avert a real and immediate risk to life to an identified individual (or individuals) of which the police were, or ought to have been, aware; domestic jurisprudence also recognises timely and effective investigation obligations under Article 3 where there is a credible risk of inhuman or degrading treatment. 
5.34 This operational duty is most likely to be relevant to RFR in two limited contexts:
· where the timely use of RFR could aid an investigation into an individual posing a threat to the public or themselves and there is a real and immediate risk to life, such that identification may be required to take reasonable preventive steps; and
· after a Potential RFR Match is generated, where a prompt Adjudication and appropriate operational response may be required (for example, to locate a person at risk).

6 [bookmark: _Toc221999152]Equality Act 2010
6.1 The Equality Act 2010 provides a legal framework to protect the rights of individuals and advance equality of opportunity for all. It prohibits discrimination—direct and indirect—based on protected characteristics. In the RFR context, equality considerations apply both to the Probe Images used and to the Image Reference Libraries that may be searched. The RFR Policy and RFR Equality Impact Assessment (EIA) set out specific safeguards, including the Probe Image Levels framework, Protected Characteristic controls, uplifted approval thresholds, and enhanced retention measures designed to identify, manage and mitigate equality impacts when authorising or conducting an RFR Search.
6.2 As a public authority, the MPS must comply with section 149 Equality Act 2010 (the Public Sector Equality Duty or PSED) when using RFR. This requires due regard to eliminating unlawful discrimination, advancing equality of opportunity and fostering good relations. In practice, PSED considerations are reflected in the Equality Impact Assessment, and on a case-by-case basis are addressed using the RFR Submission Form and associated approvals where relevant, including where higher‑intrusion imagery or Protected Characteristic safeguards are engaged.
6.3 To secure compliance with the Equality Act and the PSED in the use of RFR, particular attention is required in two areas:
· Technical performance of the RFR system, including whether performance varies by demographic, with assurance and independent evaluation informing accuracy and fairness; and
· Operational use, including the composition and selection of Permitted Image Reference Libraries, application of the Probe Image Levels framework, uplifted approval thresholds and specific safeguards for Protected Characteristics, and proportionate retention/deletion controls (e.g., age‑sensitive limits, 31‑day system‑deletion rules for expired authorisations). 
6.4 These measures ensure equality impacts are identified, managed and documented for each RFR Search.
The technical performance of the RFR system 
6.5 The MPS must take reasonable steps to satisfy itself—directly or via independent verification—that the RFR algorithm’s performance is acceptable, including with respect to demographic differences. Policy and EIA materials describe the MPS’s approach to understanding accuracy and demographic performance (e.g., awareness of independent evaluations, peer review and ongoing assurance through governance), and require that findings inform user guidance, approvals and proportionality in individual decision‑making.
6.6 The Court of Appeal in Bridges confirmed that, under the Public Sector Equality Duty, policing must take reasonable steps to satisfy itself—directly or by independent verification—that the algorithm in use does not exhibit unacceptable demographic bias (e.g., race or sex). That requirement also applies to the use of an RFR system. To assist public understanding of how the MPS meets this duty, the MPS publishes materials explaining its accuracy and demographic‑difference position and the steps taken to assure performance (e.g., awareness of independent evaluations; peer review; and ongoing assurance through governance). These steps include
· Independent evaluation: A number of studies highlight the varying performance of facial recognition algorithms and the potential for the performance of algorithms vary dependant on demographic factors. As a result the MPS has paid regard to the evaluations undertaken by the National Institute of Standards and Technology (NIST) who have evaluated circa 200 facial recognition algorithms for statistical accuracy and demographic performance, including those submitted by NEC – the provider used by the MPS.   
· Peer review: The MPS’s position paper has been reviewed by other experts in the field including the Defence Science and Technology Laboratory and the National Physical Laboratory. 
· Ongoing assurance: The MPS RFR Documents provide for ongoing evaluation and a review process. This reflects the ongoing nature of the PSED duty and also offers the MPS a chance to monitor for technical issues by reviewing performance and monitoring for trends. Should a concern be identified, the MPS would then be in a position to explore that further and test for issues under the oversight and scrutiny of the MPS Facial Recognition Technology Board.
The use of the RFR system
6.7 As a result of having taken reasonable steps to understand the statistical accuracy and demographic performance of the MPS RFR System and then in light of points relating to subject, system and environmental factors, the MPS has adopted a ‘fail-safe’ position to ensure that absent there being other lawful grounds to take policing action: 
Potential RFR Matches returned will be subject to human in the loop Adjudication prior to the result being assessed to be a Viable RFR Match.
6.8 This means the RFR system is not making any decision. The nature of a Viable Match is not a definitive confirmation of identity or that the subject in the two images is actually the same person. It follows that a Viable Match should be treated as an intelligence lead for further investigation. 
6.9 Similarly those undertaking the Adjudication are best placed to consider the impact of any factors which may have influenced the RFR system when it generated a Potential RFR Match and if such factors combine to mean that further action is not appropriate in the circumstances. 
6.10 MPS personnel are also familiar with managing the PSED requirement whilst undertaking policing activities from a number of other crime fighting techniques.  The Equality Impact Assessment informs the use of RFR to mean the MPS upholds the Public Sector Equality Duty. Compliance with the Equality Impact Assessment should then be monitored and reviewed to reflect the ongoing nature of the PSED. 

7 [bookmark: _Toc221999153]Data Protection Act 2018
7.1 To process data under Part III DPA 2018, the processing needs to fall within a law enforcement purpose. Law enforcement purpose is defined at Section 31 DPA and means: 
‘The prevention, investigation detection or prosecution of criminal offences or the execution of criminal penalties, including the safeguarding against and the prevention of threats to public security.’ 

1. Where sensitive processing occurs it will need to be a strict necessity standard, pursuant to 35(5)(b) of the DPA 2018. Strictly necessary in this context means that the processing has to relate to a pressing social need, and it is not reasonably viable to address this through less intrusive means. Any personal data collected via RFR is not used in a manner that is contrary to the identified law enforcement purpose. 

(c) The ‘strictly necessary’ standard may be informed by considering factors including: 
(i) what other policing methods (including those that do not require sensitive processing to be undertaken) have been used / discounted;
(ii) the importance of achieving the law enforcement purpose and the prospects of achieving the law enforcement purpose through the use of RFR using the Probe Image and the Image Reference Libraries;
(iii) the size and scale of the planned RFR Search the level of sensitive processing anticipated – for example is it a single Probe Image or multiple images, is it for a single processing need or an ongoing need based on the Unsolved Crime Cache; and
(iv) if the law enforcement purpose which underpins the use of RFR is strictly necessary and proportionate to the need to undertake sensitive processing and the risk to individuals’ rights this entails (subject to the protections and safeguards implemented).  

7.2 Additionally, at least one Schedule 8 ground must apply and be made out. The Schedule 8 grounds are as follows: 
3. necessary for judicial and statutory purposes – for reasons of substantial public interest;
(vi) necessary for the administration of justice;
(vii) necessary to protect the vital interests of the data subject or another individual;
(viii) necessary for the safeguarding of children and of individuals at risk;
(ix) personal data already in the public domain (manifestly made public);
(x) necessary for legal claims;
(xi) necessary for when a court acts in its judicial capacity;
(xii) necessary for the purpose of preventing fraud; and
(xiii) necessary for archiving, research or statistical purposes. 
The MPS has also undertaken a number of steps in accordance with the Data Protection Impact Assessment (DPIA) to manage and mitigate the impact of any personal data processing using the RFR system. Particular actions are set out in the remainder of this section.
Data Protection Impact Assessment 
A DPIA has been conducted to support the use of RFR in order to identify and minimise the data protection risks. Whilst the overall DPIA will be reviewed annually, those approving the use of an Image Reference Library for the use of RFR should ensure there all aspects of a particular Image Reference Library and the Probe Images which may be used to search it are covered and the risks to data subjects mitigated as far as possible by the DPIA.  

Data Protection by Design 
A number of data protection controls have been designed into the RFR system in order to mitigate processing impacts on privacy and to comply with the general obligation in Part 3 of the DPA to implement appropriate technical and organisational measures having considered and integrated the principle of data protection into RFR processing activities. The designed-in measures identified at paragraph 3.19(c) of this document, include measures to: 

3. limit the amount of personal data collected; 
3. limit the extent of personal data processing;
3. limit the period of personal data storage. 

Additionally, the MPS has acted to ensure that the RFR system performs to a level where the statistical accuracy of the data being processed and fairness ‘by design’ is ingrained into the MPS’s RFR system. The MPS RFR Documents and other published supporting information explain how the MPS is assured that its RFR system operates with a high degree of statistical accuracy and in a way that does not lead to unjust results between demographics.
The RFR system also includes several physical and technical security measures including:

(i) All data processed by NeoFace Reveal internally is secured through data encryption.
(ii) All data at rest is encrypted including biometric templates
(iii) Standard Foundation accounts will be used to manage each MPS user’s identity for NeoFace Reveal. MPS Single Sign-On will be enabled.
(iv) Access is restricted to authenticated and authorised MPS users, based on an RBAC model.
(v) Timeouts will be configured as required. It is recommended that user sessions timeout after a set period of inactivity and after a set number of hours regardless of activity.
(vi) The NeoFace Reveal application has native antivirus scanning functionality and all files uploaded will be scanned 
(vii) A security security incident and response process including cyber breaches applies.

7.3 Appropriate Policy Document: 
Section 42 of the DPA requires that, at the time that the processing is carried out, the controller has an appropriate policy document in place. The MPS has produced this document and published it. This document allows the public to understand details of the: 
· the data being processed by the RFR system, how often it is processed and whose data is processed;
· procedures, safeguards and accountability principles for complying with the data protection principles when relying on a condition from Schedule 8 to process biometric personal data both in relation to Probe Images and Image Reference Libraries;
· MPS policy for the retention and erasure of personal data for RFR processing. 

7.4 Data Protection Officer: 
The MPS has appointed a Data Protection Officer (DPO) in compliance with Part 3 DPA who has been consulted in relation to RFR. The DPO is available to inform and advise the Commissioner (as data controller) and MPS personnel about their obligations in relation to the DPA. The DPO also provides an internal function to monitor compliance with the DPA.

8 [bookmark: _Toc221999154]Legal Considerations Regarding Using RFR in Relation to the Deceased

8.1 The use of RFR Searching to facilitate the identification of the deceased raises particular legal considerations. 

Data protection considerations: The DPA applies to information that relates to identifiable living individuals. Information relating to a deceased person does not constitute personal data and is therefore not subject to the DPA albeit the need to act with empathy and respect remains paramount. There may still be circumstances where an RFR Search results cause the police to link the deceased to sensitive information. In this respect, care still needs to be taken from a legal perspective notwithstanding that the data is not ‘personal data’ for data protection purposes after death. This is because information provided subject to confidentiality obligations can see those confidentiality obligations endure beyond a person’s death. 

Human rights considerations: The exercise of Article 8 rights concerning family and private life pertains, predominantly, to relationships between living human beings. Article 8 can however still have relevance and application to the police seeking to identify the deceased: 

· Informing the family: The case of Lozovyye v Russia[footnoteRef:4], for instance concerned a murder victim who had been buried before his parents had been informed of his death. In that case, the Court reiterated that everyone had a right to access to information relating to their private and/or family life and that a person’s right to attend the funeral of a member of their family fell under Article 8. The courts have recognised there is an obligation for the authorised to at least undertake reasonable steps to ensure that members of the family are informed of a death and any funeral arrangements. In this light, RFR can assist the police in facilitating the prompt identification of the deceased which in turn can support informing family members.  [4:  (Application no. 4587/09), 24 April 2018.] 


· Treatment of the deceased: Whilst Article 8 is focused on the private and family life of living human beings, as recognised in Putistin v Ukraine[footnoteRef:5] the “right to respect for the honour and dignity of a deceased relative is an element of the right to respect of private life guaranteed by Article 8”. The case was considered in the context of defamation, even after the defamed party has died. It recognises that the courts might sometimes be required to protect the reputation of the deceased in the interests of surviving relatives. From a policing perspective, it is important to be mindful of the potential for impact on the deceased’s living relatives when seeking to identify a subject – acting with empathy and respect. In this respect RFR offers a non-invasive mythology to assist with this process.  [5:  (Application no. 16882/03), 21 November 2013.] 


9 [bookmark: _Toc221999155]Freedom Of Information Act 2000

9.1 The Freedom of Information Act 2000 (FOIA) provides public access to information held by public authorities. It does this in two ways: 

1. public authorities are obliged to publish certain information about their activities;
1. members of the public are entitled to request information from public authorities. 

9.2 In recognition of its FOIA duties, the MPS makes significant RFR information available via its website. The MPS will also be responsive to FOIA requests.

10 [bookmark: _Toc221999156]Impact Assessments 
10.1 Consistent with the requirements of the Policy (and relevant statutory requirements), the MPS has conducted a number of impact assessments of the policy. All of these impact assessments have concluded that operation of RFR in accordance with the policy is consistent with the MPS’s legal obligations. Impact Assessments comprise the Data Protection Impact Assessment, and the Equality Impact Assessment 
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