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Terms & Definitions: Capitalised terms used in this MPS LFR APD shall have the meaning given to them in the Policy Document unless otherwise defined in this MPS LFR APD.


1 [bookmark: 1_Introduction][bookmark: _Toc176776473][bookmark: _Toc176776510]Executive summary
1.1 [bookmark: 1.1_As_a_`public_body’,_the_Metropolitan]Part 3 of the Data Protection Act 2018 (DPA 2018) outlines the requirement for an Appropriate Policy Document (APD) to be in place when processing sensitive personal data for law enforcement (LE) purposes. 
1.2 Sensitive processing is defined in Part 3 section 35(8). This includes: a) the processing of personal data revealing racial or ethnic origin, political opinions, religious or philosophical beliefs or trade union membership; b) the processing of genetic data, or of biometric data, for the purpose of uniquely identifying an individual; c) the processing of data concerning health; d) the processing of data concerning an individual’s sex life or sexual orientation. 
1.3 Processing for LE purposes must comply with the data protection principles outlined in Part 3 of the DPA 2018. Specifically, the first data protection principle (section 35) states that processing for LE purposes must be lawful and fair. Given Retrospective Facial Recognition (RFR) involves the processing of biometric data, section 35(3), read with section 35(5), further requires that (a) the processing is strictly necessary for the law enforcement purpose, (b) the processing meets at least one of the conditions in Schedule 8, and (c) at the time when the processing is carried out, the controller has an appropriate policy document in place  The MPS RFR Documents explain the MPS ensures that processing in the course of the MPS’s use of RFR meets the first two of those requirements. 
1.4 This document, together with the wider MPS RFR Documents, demonstrate the MPS’s compliance with the third requirement, and demonstrate that the MPS’s processing of sensitive data in respect of RFR is compliant with the requirements with Part 3, Section 42 of the DPA 2018. In compliance with Section 42(2) of the DPA 2018 it explains the procedures and measures for securing compliance with the LE data protection principles and explains the policies as regards retention and erasure of personal data. This document should be treated as being complimentary to the MPS general record of processing under S61 DPA 2018 and the MPS RFR Documents. It also complements the MPS’ policy on protecting special category and criminal convictions policy.

2 [bookmark: _Toc176776474][bookmark: _Toc176776511]Description of Data Processing

THE DATA PROCESSING OPERATIONS RELATED TO RFR
2.1 The MPS RFR system is a dedicated facial recognition system which enables a Probe Image to be searched against images in an Image Reference Library and the Unresolved Crime Cache with Potential Matches being returned to the RFR User for their review and determination if a Viable Match has been found. Regardless of the means of delivery, the core nine-stage technical operation of RFR has been summarised at Section 3 of the Policy.   
2.2 It is clear from the technical operation of RFR that personal data is processed in relation to two classes of individuals, namely (1) those depicted for searching in a Probe Image and (2) those who feature in an Image Reference Library. 

Personal data that is processed when undertaking an RFR Search

	Those in an Image Reference Library – the following data being necessary to operate the RFR system and to compare those depicted in a Probe Image. 
	Those depicted in a Probe Image - the following data being necessary to undertake and Adjudicate an RFR Search.

	· Subject name 
· Facial image, and from/associated with that facial image:
· Biometric facial image template
· Recorded (or if unknown, perceived) gender
· Recorded (or if unknown, perceived) age/date of birth
· Recorded (or if unknown, perceived) ethnicity
· Recorded (or if unknown, any perceived) points concerning a relevant disability/gender transition
· To the extent arising from looking at the image, any perceived religious or philosophical beliefs, any perceived data concerning health and sexual orientation (e.g. by reference to clothing/headwear).
· Availability of other biometric modalities (DNA, fingerpirnts)
· Image meta data (including the time and location where the image was taken).
· Criminal offence data or information concerning why that person is on an Image Reference Library
· Contact details
· Warning markers (e.g. known to possess weapons)
· Note: Further personal data would be available to, and recorded by officers as part of any subsequent investigatory process. This is not data processed by way of RFR itself, and is instead relevant to the conduct of officers in the normal course of their duties. 
	· Probe Image of the subject
· Available to the MPS via the Probe Image
· Biometric facial image template
· Perceived gender
· Perceived age
· Perceived height
· Metadata (i.e. location, date and time the footage was captured)
· Perceived ethnicity
· Any perceived points concerning a relevant disability/gender transition
· On some occasions any perceived religious or philosophical beliefs, any perceived data concerning health and sexual orientation (e.g. by reference to clothing/headwear).
· Image meta data (including the time and location where the image was taken).
· Details as to the context of the image, for example if the subject is shown as being present with other people. 
· Criminal offence data or other information concerning why that person being submitted as a Probe Image for RFR Searching. 
· The status of any result – if it is a Potential Match or determined to be a Viable Match.



2.3 In respect of those in an Image Reference Library, the Policy confirms the Substantive Image Reference Libraries approved for use (at Section 5) and the process by which a Temporary Image Reference Library may be authorised for use.  Given that data subjects are already known to the MPS and the Policy does not provide a basis to proactively acquire images for use in the RFR System, much of the data is already being processed by the MPS in order to progress law enforcement investigations/operations. The process of creating an Image Reference Library creates new data as follows (i) the biometric facial image template to enable the operation of the RFR system (ii) data that an individual has been placed on an Image Reference Library, albeit refer to Section 10.1(b) of the Policy regarding data destruction and the retention periods relating to the RFR System.
2.4 The form of processing is set out in Section 3 of the Policy and below:
	Stage
	Action

	1
	Permitted Image Reference Library Enrolment

	
	Where the RFR Approving Officer has sanctioned the use of a Permitted Image Reference Library, it is ‘enrolled’ into the RFR System. The RFR software detect and analyses the facial features shown by the images in order to then express those features as a set of numerical values (i.e. a Biometric Template).

	2
	Facial image acquisition

	
	Following completion of a RFR Submission Form, an approved RFR User will start the process to enrol an image depicting a Permitted Probe Subject into the RFR System. 

	3
	Face detection

	
	The RFR System pre-processes the Probe Image and detects the face(s) in the image. Where there are multiple faces in an image, or the RFR System does not detect a single face, the results are presented for input by the RFR System User. 

	4
	Face selection

	
	The RFR User will consider if the face(s) presented/manually selected are of Permitted Probe Subjects. The RFR User will only proceed with the RFR Search for the purposes of a Permitted RFR Use Case against the faces of Permitted Probe Subjects, as set out in the RFR Submission Form. This is a data protection by design feature to limit the processing of biometric data for the purpose of seeking to uniquely identify a subject to cases where the need to do so is made out in line with this Policy. 

	5
	Feature extraction

	
	From each face(s) selected/confirmed by the RFR User, the RFR System produces a Biometric Template based around extracted key facial features.

	6
	Face comparison

	
	The RFR software then compares the Biometric Template(s) of the Probe Image against the Image Reference Library.

	7
	Matching

	
	When the Biometric Template(s) from the Permitted Probe Image are compared to the Permitted Image Reference Library, the RFR System generates a similarity score against each image comparison. This is a numerical value indicating the extent of similarity, with a higher score indicating greater points of similarity. The results (including the similarity score) will be presented to authorised RFR Users.

	8
	Adjudication

	
	Potential matches will be returned to the RFR User in ranked order. The RFR User, who is trained on the use of the RFR system will assess the Potential Matches and make a determination as to whether they consider the match to be viable, and if so, if any dissemination to a Senior Investigating Officer/Officer in the Case is required. 

	9
	RFR data destruction

	
	The RFR System will delete data in line with Section 10 of the RFR Policy.



Personal data processed post-an RFR Search
2.5 Policy provides for the completion of an RFR Submission Form, Viable Matches will generate a March Report and Annex D requires that a record of the composition of Probe Images will be maintained. The retention of personal data is processed in line with Section 10.1 of the MPS RFR Policy. In particular:
· Where the RFR system does not return a Viable Match, where no further RFR Searching is required, deletion of the Probe Image from the RFR System will occur within 31 days of the RFR Search. 
· Where the RFR system generates an Potential Match which is determined to be a Viable Match, all related personal data is deleted as soon as practicable and in any case within 31 days, except to the extent that: (i) personal data is retained in accordance with the Data Protection Act 2018, MOPI and the Criminal Procedures and Investigations Act 1996; (ii) personal data is retained in accordance with the MPS’s complaints / conduct investigation policies.
· The Unresolved Crime Cache requires all data to be removed if the policing purpose has been resolved by other means, and in any event for all images in the Unresolved Crime Cache to be reviewed in line with Section 10.1(b)(iv)(A) of the Policy. 
· Image Reference Libraries are retained in line with Section 10.1(b)(i) – (iii) of the Policy. 

FREQUENCY OF DATA BEING PROCESSED 
2.6 Data is processed in relation to a specific RFR Searches on MPS IT systems, the frequency of RFR Searches being based on when the circumstances set out at Section 1.2 of the Policy arise. 

ALGORITHM ACCURACY
2.7 A number of studies highlight the varying performance of facial recognition algorithms and the potential for the performance of algorithms vary dependent on demographic factors. As a result the MPS has had regard to the evaluations undertaken by the National Institute of Standards and Technology (NIST), who have evaluated circa 200 facial recognition algorithms for statistical accuracy and demographic performance, including those submitted by NEC (the provider used by the MPS). The National Physical Laboratory (NPL) has also undertaken specific operational testing of the MPS RFR system. The MPS has published a paper entitled ‘The Metropolitan Police Service Facial Recognition Technology: Understanding accuracy and demographic differences’. This explains the steps the MPS has taken to quantify the statistical accuracy and demographic performance of its RFR algorithm, including undertaking a process of peer review. 
2.8 Results for RFR showed the best possible performance. For every probe submitted, the correct match was returned at Rank 1 (this is the top match) resulting in a TPIR of 100%. This TPIR is identical for all demographic subgroups and these results show that performance is the same, regardless of race, gender or age. 

DATA MANAGEMENT
2.9 See Section 10 of the Policy. 
2.10 To ensure the continued accuracy, reliability and proportionality of the RFR system, the MPS undertakes ongoing system testing and performance benchmarking. Comparative testing is carried out in a fully sandboxed environment with no connectivity to operational systems, production networks or external infrastructure. This programme includes periodic evaluation of algorithm performance, operational validation exercises, and routine monitoring of similarity‑score outputs to confirm that the system is operating within expected tolerances and aligned with current and emerging technological standards.
2.11 Where Potential Matches are later assessed as not viable, the system’s continuous assurance process supports early identification of any underlying performance issues. Any discrepancies are examined to determine whether they result from image quality, demographic factors, environmental variables or technical issues, so that appropriate remedial steps can be taken where required. These measures form part of the MPS’s data‑protection‑by‑design approach, support the commitment to maintaining optimum system performance, and operate within the retention, review and disposal (RRD) framework established by the RFR Policy.

DATA SHARING
1.1 [bookmark: _Toc176776500][bookmark: _Toc176776512]Should the RFR system result in a Viable Match, the subsequent process would typically also involve MPS personnel using policing databases and other intelligence systems to inform any further action. This subsequent action may also involve the MPS working with other police forces, law enforcement bodies, and other agencies to assist the MPS in discharging its common law policing powers. This action will not require the sharing of biometric data but may require the MPS to share personal data, as it would for any investigation, in accordance with the MPS’s routine sharing arrangements. The process following a RFR Search and any decision to share data is no different to where a person was identified without the use of RFR (i.e. as a result of a human-eye recognition by an officer).

2 Consent or Schedule 8 Grounds for Processing
2.1 The MPS RFR Legal Mandate outlines the legal framework applicable to the use of RFR technology.  Data will processed under Part III DPA 2018.  This is because the processing is by a competent authority for a primary purpose falling within the law enforcement purposes as set out at Section 31:

‘The prevention, investigation, detection or prosecution of criminal offences or the execution of criminal penalties, including the safeguarding against and the prevention of threats to public security.’
2.2 The use cases (at Section 2 of the Policy) ensure that the MPS is acting with a law enforcement purpose when it uses RFR, in particular the prevention, investigation, detection of criminal offences, execution of criminal penalties and safeguarding against and prevention of threats to public security.
2.3 Consent is impractical in the context of RFR. Accordingly, the processing must be strictly necessary for a law enforcement purpose, must meet a Schedule 8 condition, and there must be an appropriate policy document in place. The specific necessity/use case to act and public interest to do so will be made confirmed in the RFR Submission Form. Schedule 8, paragraph 1 is applicable – this condition being met if the processing is necessary for the exercise of a function conferred on a person by an enactment or rule of law, and is necessary for reasons of substantial public interest

3 [bookmark: _Toc176776501][bookmark: _Toc176776513]Procedures for ensuring compliance with the principles
PRINCIPLE (1) LAWFUL AND FAIR
3.1 Under s.35(2), the processing of personal data for any of the law enforcement purposes is lawful only if and to the extent that it is based on law. The MPS RFR Legal Mandate outlines the legal basis and framework by which RFR may be used by the MPS. 
3.2 Under s.35(2), such processing is lawful only to the extent that (a) the data subject has given consent to the processing for that purpose, or (b) the processing is necessary for the performance of a task carried out for that purpose by a competent authority. In addition, because the use of LFR involves the deployment of sensitive personal data (and the MPS does not rely on consent), the processing must be strictly necessary for the law enforcement purpose under s.35(5)(a). Finally, because the MPS relies on the first paragraph of Schedule 8 in order to meet the requirement in s.35(5)(b), it must be the case that such processing: (a) is necessary for the exercise of a function conferred on a person by an enactment or rule of law, and (b) is necessary for reasons of substantial public interest. 
3.3 In particular, the Policy:
· restricts the use of RFR to the two permitted use cases set out in Section 2, reflecting operational experience that these are circumstances in which the relevant policing objectives cannot be achieved with comparable efficacy using less intrusive methods, and in which the identification of a person or the existence of relevant imagery is necessary to progress a policing investigation or operation; and
· requires that each RFR Search proceeds only following completion of a RFR Submission Form, which confirms that Pre‑RFR Checks (less intrusive alternatives) have been exhausted or are unviable, and that the proposed RFR Search is necessary, proportionate, and directed solely towards the relevant policing objective.
3.4 The Policy further restricts the categories of individuals who may be treated as Permitted Probe Subjects (Section 4), ensuring that RFR Searching is only used where there is a policing need supported by reasonable suspicion or other legitimate criteria (e.g., missing persons, victims, grievously injured persons, subjects presenting risks to national security).
3.5 Likewise, the Policy restricts the Image Reference Libraries against which RFR Searches may be undertaken (Section 5), requiring that Substantive Libraries be pre‑approved and that Temporary Image Reference Libraries be authorised by a Superintendent (or Inspector/Chief Inspector in cases of urgency), subject to documented relevance, proportionality, and expert advice (including from the Directorate of Legal Services, the Data Protection Officer and the FR Team).
3.6 Although the lawfulness of processing in respect of any particular RFR Search will depend on the circumstances of that Search, the substantial public interests served by the use of RFR including the detection and investigation of criminal offences, the protection of life, and the advancement of policing investigations in line with the RFR Use Cases.
3.7 The MPS is also subject to obligations under the Human Rights Act 1998. Compliance with the Policy, and in particular with Section 6 (Proportionality), serves to ensure that Deployments are undertaken only in compliance with the 1998 Act. 
3.8 The MPS is also subject to obligations under the Equality Act 2010. The MPS has considered the equality impacts of RFR in general by way of its Equality Impact Assessment, and continues to keep these under review by way of regular review by the FRT Board. In accordance with the Policy, RFR Users consider equality considerations as part of the completion of the RFR Submission Form. 
3.9 Compliance with the RFR Policy will also ensure that sensitive processing is fair. Fairness is embedded both in the design of the Policy and in the assessment process required through completion of the RFR Submission Form, which obliges decision makers to demonstrate that each proposed RFR Search is necessary, proportionate and responsive to a permitted RFR use case. The Policy—including in particular Section 6 on proportionality—requires focused and structured consideration of the impact of processing on affected individuals, including explicit evaluation of Article 8 ECHR privacy expectations, the sensitivity of imagery (by reference to the Image Matrix), protected characteristics (Annex D), and the steps available to minimise intrusion. This ensures that each RFR Search is authorised only where the likely impact on rights and freedoms has been identified, assessed and justified. Moreover, the assessment process required for each RFR Search obliges the decision maker to consider, among other matters, the reasonable expectations of privacy of individuals whose images are processed, and whether the proposed RFR Search strikes a fair balance between (i) the rights and interests of the data subjects and (ii) the legitimate and substantial policing objectives served by the RFR Search, in accordance with the structured three‑stage proportionality test in Section 6. Further, the MPS RFR Documents—including the RFR Policy, DPIA, EIA, APD and other supporting material—are published on the MPS website together with the MPS Privacy Notice, and Section 10 of the RFR Policy sets out the MPS’s transparency commitments in relation to how RFR is used. These steps ensure that information about the use of RFR is made available to the public, supporting fair and transparent processing.
PRINCIPLE (2) PURPOSE LIMITATION
3.10 Section 2 of the RFR Policy sets out the only permissible use cases for the MPS’s use of RFR. If, during the course of an investigation, the policing purpose changes such that it no longer aligns with the permitted use case relied on for the original RFR Search, the decision maker must complete a new RFR Submission Form and be satisfied that the revised purpose falls within one of the permitted RFR use cases before any further RFR Searching proceeds.
3.11 The MPS DPIA provides an assessment of the risk to the rights and freedoms of data subjects in relation to Principle 2 and identifies the mitigations which apply. Amongst other points, Annex C (Imagery) covers sources of imagery, including those provided to the MPS by third parties.  In particular, Annex C, paragraph b provides that imagery must already be held in connection with a law enforcement investigation or operation.  
3.12 Furthermore, compliance with Section 9 of the RFR Policy (Data Management) ensures that sensitive data generated during RFR use is not processed in a manner incompatible with the purpose for which it was collected. Section 9 sets out clear requirements for the retention and deletion of biometric templates. The mandatory periodic review of material held in the Unsolved Crime Cache ensures it continues to serve a policing purpose. These safeguards ensure that data processed as part of an RFR Search is retained only for the specific policing purpose that justified its use


3.13 
PRINCIPLE (3) DATA MINIMISATION
3.14 The RFR Policy sets out the only permissible RFR use cases (Section 2), and the RFR System may only be used to process imagery where it is necessary for one of those defined policing purposes. Data minimisation is supported structurally through multiple policy restrictions:
· Permitted Probe Subjects are defined (Section 4), ensuring that only individuals whose images are relevant to a specific policing investigation or operation may be processed. 
· Permitted Image Reference Libraries are controlled (Section 5). Temporary Libraries in particular may only include images necessary for a specific investigation, and must be reviewed and time‑limited. 
· Pre‑RFR Checks (Section 7.1) ensure that RFR is not used where less intrusive alternatives—including local enquiries, open‑source checks, existing investigative leads, or manual review—could viably progress the investigation. 
3.15 Compliance with the RFR policy requirements ensures that RFR processing is limited to the minimum amount of data necessary to achieve legitimate policing objectives.
3.16 Section 10 of the Policy (Data Management) also supports data minimisation by setting strict requirements for the review, retention and deletion of imagery, biometric templates and Image Reference Library material
PRINCIPLE (4) ACCURACY
3.17 The MPS RFR DPIA provides an assessment of the risks to the rights and freedoms of data subjects in relation to Principle 4 (Accuracy) and identifies the mitigations that apply. Among other points, the Policy and supporting RFR governance documents incorporate a number of technical, procedural and operational safeguards designed to ensure that personal data used within the RFR System is accurate, relevant and up‑to‑date. These include:
· Image quality and suitability checks on ingestion:
The RFR System assesses images submitted for RFR Searching and flags images of poor quality for review by the RFR User. Annex C sets out the suitability criteria for images and requires that a Probe Image be the most up‑to‑date and suitable image held by the MPS for the relevant policing purpose. 
· Controls on the relevance, source and currency of imagery:
Annex C requires that imagery used as Probe Images or Image Reference Libraries must be already lawfully held by the MPS, suitable for use in RFR Searching, in an appropriate government security marking. Temporary Image Reference Libraries must also be reviewed periodically to ensure that their contents remain necessary and current.
· Human‑in‑the‑loop Adjudication:
RFR does not treat a Potential Match as definitive. Instead, every Potential Match is subject to Adjudication by a RFR User, who must consider System, Subject and Environmental Factors (such as image quality, lighting, the time gap between images, angle, and other factors affecting viability). Only where the RFR User determines that the match is viable—will a Viable Match be produced. A match alone is not confirmation of identity. 
· Peer review where viability is uncertain:
The Policy provides for peer review from the MO4 Met CU Team. 
· Section 10 of the Policy (Data Management) controls prevent outdated data from remaining in the RFR System. 
· Performance and demographic accuracy considerations:
The RFR Policy requires decision‑makers to take into account the factors set out in Section 5.4 (e.g., performance characteristics of different RFR systems, demographic impacts, image quality) when determining whether RFR use is proportionate. 
3.18 Collectively, these measures ensure that the personal data processed by the RFR System is sufficiently accurate, reliable and current for the policing purposes for which it is used, and that the system’s outputs remain subject to robust human review and safeguards.
Inaccuracies in the algorithm
3.19 The MPS RFR DPIA provides an assessment of the risks to the rights and freedoms of data subjects relating to potential inaccuracies in the RFR algorithm, and identifies the mitigations that apply. Among other points:
· Independent accuracy and demographic testing
The MPS has paid close regard to the findings of the National Institute of Standards and Technology (NIST) and has commissioned the National Physical Laboratory (NPL) to undertake operationally realistic testing of the RFR system. The MPS has also published detailed analysis in The Metropolitan Police Service Facial Recognition Technology: Understanding accuracy and demographic differences, which sets out the steps taken to quantify and verify the statistical accuracy and demographic performance of the RFR algorithm. These evaluations demonstrate high levels of accuracy across demographic groups when used in the MPS’s operational configuration. 
· Adjudication and human‑in‑the‑loop controls
RFR does not treat a Potential Match as definitive. Section 7 of the RFR Policy requires that every Potential Match returned by the algorithm undergoes Adjudication by a trained RFR User, who must assess the match by reference to Subject, System and Environmental Factors (e.g., time lapse between images, lighting, image resolution). Where image quality or viability concerns arise, the RFR User must consider seeking peer review from the MO4 Met CU Team before reaching any final determination. These safeguards ensure that no algorithmic output is relied upon without human assessment. 
· Performance limitations and mitigations
The RFR Policy acknowledges that biometric performance may be affected by factors such as low‑quality imagery, sub‑optimal lighting, angle, occlusion, or time gap between images. To mitigate these risks, Annex C requires RFR Users to submit the most suitable and up‑to‑date images available and uses system checks at ingestion to flag images of poor quality. 
· Ongoing monitoring and strategic oversight
The MPS FR Technology Board, which provides internal oversight of RFR, reviews operational usage on at least a quarterly basis, including consideration of demographic data, system performance and any identified trends. The Board may direct corrective action, policy refinement or technical changes where required, ensuring that potential algorithmic issues are detected early and acted upon at a strategic level. 
3.20 Collectively, these measures ensure that any residual inaccuracies or performance limitations of the RFR algorithm are identified, mitigated and continuously monitored, and that the system’s outputs are not treated as determinative.
PRINCIPLE (5) RETENTION
3.21 Data is processed in accordance with Part 3 DPA 2013 and subject to Section 10 (Data Management) of the Policy which sets out applicable retention periods.  
3.22 The MPS maintains records of processing activities in compliance with Section 61 DPA 2018, and complies with Section 62 DPA 2018 in relation to the operation of the LFR System. 
PRINCIPLE (6) SECURITY
3.23 Security of personal data processed by the RFR System is ensured through the combined requirements of the RFR Policy, the RFR DPIA and wider MPS information‑security standards. Collectively, these measures ensure the integrity, confidentiality and availability of personal data processed by the RFR System, in accordance with Principle 6.

4 [bookmark: _Toc176776502][bookmark: _Toc176776514]Policy applicable to retention and erasure 

4.1 Section 10.1 of the Policy provides that: 
[bookmark: _Ref137816888][bookmark: _Hlk208420284]The MPS must ensure that the processing of any data by the RFR system is conducted in a lawful way and in compliance with the MPS RFR Documents. This means that:
(a) [bookmark: _Ref138851931]Information pertaining to the submission and searching of Probe Images and the use of Image Reference Libraries (including the image, associated biometric image template, and meta data relating to that image e.g. crime type) will be retained:
i. in accordance with the Data Protection Act 2018, MOPI, the Criminal Procedures and Investigations Act 1996; and / or 
ii. personal data is retained in accordance with the MPS’s complaints / conduct investigation policies. 
(b) [bookmark: _Ref200555453]The above provisions represent upper limits. In line with MOPI there is a need for consideration as to the case for retention in the circumstances surrounding the RFR Search, and if elevated expectations of privacy apply such that a lower retention period should be adopted. In this vein, and to support officers and ensure consistent decision making in certain areas, the following additional safeguards apply:
i. [bookmark: _Ref137816891]In relation to different age groups and having regard to the currency of images for an RFR Search, the following additional provisions apply when interpreting MOPI in relation to the retention of data in the RFR System:
	Subject age 
	MOPI 3
	MOPI 2
	MOPI 1

	Under 13 years old
	Image Reference Library
	Not in scope for RFR Searching
	Not in scope for RFR Searching
	Not in scope for RFR Searching

	13 – 15 years old
	Image Reference Library
	
	Up to 10 years from image capture
	Up to 10 years from image capture

	16 – 18 years old
	Image Reference Library
	Up to 3 years from image capture
	
	

	Over 18
	Image Reference Library
	Up to 6 years from image capture
	
	



ii. In relation to Image Reference Libraries, should an authorisation for use expire, the Image Reference Library will be made unavailable for RFR Searches as of the date of expiry and deleted from the RFR System as soon as possible and in any event, within 31 days.
iii. [bookmark: _Ref200555447]In relation to Probe Images where a Viable Match is returned, the purpose for the RFR Search has been completed and subject to paragraph 10.1 concerning disclosure obligations as they may arise, the Probe Image is no longer required in the RFR System and as a result deletion will occur within 31 days of the RFR Search.
iv. [bookmark: _Ref200555450]In relation to Probe Images, where a Viable Match is not returned:
Unsolved Crime Cache: there is a requirement to remove the Probe Image where the policing purpose has been resolved by other means.  Personnel will additionally be required to review Probe Images in RFR System every 3 months for Tier 3 offences, 6 months for Tier 2 and 9 months for Tier 1 after submission to ensure the continuing need for the RFR Search and that the RFR Search continues to satisfy this policy.  The Tiers are set out in Annex C and have themselves been subject to a DPIA assessment as part of the FIMS facial library DPIA.
Where no further RFR Searching is required, deletion from the RFR System will occur within 31 days of the RFR Search.
5 

6 [bookmark: 11_Appendix_A_–_Glossary][bookmark: 12_Protective_Marking][bookmark: _Toc176776503][bookmark: _Toc176776515]Protective Marking
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