[image: cid:image003.jpg@01D8C6BE.B126B720 ]

More Trust │ Less Crime │ High Standards














DATA PROTECTION IMPACT ASSESSMENT (DPIA)

5

1	Executive summary	3
2	The Purpose, Benefits and Attitudes to RFR	5
3	Description of Data Processing	5
4	The Principal Impacts of RFR	10
5	Data Protection and 'Privacy Law' Assessment	14
6	Individual Rights	27
7	Conclusion	30
8	Data Protection Impact Assessment Sign-off	30
9	Protective Marking	32



































Terms & Definitions: Capitalised terms used in this MPS RFR DPIA shall have the meaning given to them in the Policy Document unless otherwise defined in this MPS RFR DPIA.



1 [bookmark: 1_Introduction][bookmark: _Toc218774032]Executive summary
1.1 [bookmark: 1.1_As_a_`public_body’,_the_Metropolitan]As a `public body’, the Metropolitan Police Service (MPS) is subject to the requirements and conditions imposed by the Human Rights Act 1998, the Equality Act (EA) 2010 and the Data Protection Act (DPA) 2018. These include an obligation on the MPS to process personal data fairly and lawfully in order to safeguard the rights and freedoms of individuals.

1.2 [bookmark: 1.2_Article_35_of_the_General_Data_Prote]Section 64 of the DPA 2018 mandates the completion of a Data Protection Impact Assessment (DPIA) for organisations processing data under Part III where this processing is likely to result in a high risk to the rights and freedoms of data subjects.

1.3 This DPIA outlines the processing operations involved in the Deployment of Retrospective Facial Recognition (RFR) and how they serve the public interest in effective law enforcement. It recognises that data processed as a result of using the MPS’s RFR system will occur under Part III DPA and involves (i) innovative technology, (ii) biometric data resulting in sensitive processing for the purposes of Section 35(3) DPA, (iii) data relating to criminal convictions and offences, (iv) data matching and (v) the possible results of a match, including supporting further investigatory action and, ultimately, arrest. Absent appropriate safeguards, the MPS’s use of RFR would pose high risks to affected data subjects. This DPIA outlines the extensive safeguards put in place by the MPS, and the MPS’s assessment that these are sufficient to secure that (i) the processing is not high risk, and (ii) in all the circumstances the processing is necessary and proportionate to achieve the MPS’s legitimate aim of enhancing its ability to achieve its policing purposes. 
[bookmark: 1.3_The_DPIA_process_helps_an_organisati][bookmark: 1.4_DPIAs_also_support_the_principle_of_][bookmark: 1.5_When_completing_a_DPIA_we_must_consi][bookmark: 1.6_Advice_issued_by_the_Information_Com]
[bookmark: Use_of_the_MPS_LFR_DPIA]Use of the MPS RFR DPIA 
[bookmark: 1.7_This_document_is_designed_to_be_used]
1.4 Advice issued by the Information Commissioner’s Office (ICO) is that the DPIA process should commence during the very early stages of a project and most certainly before any data is processed. Work on the DPIA should run alongside the planning and development process. The DPIA should remain a living document, subject to review as the project develops to ensure currency and that the risks and mitigations remain accurate and effective. 

1.5 This document is designed to be used as an overarching DPIA to support using the MPS’s RFR system. The RFR Submission Form requires further search-specific impact assessment relating to the rights and freedoms of data subjects, and together with this overarching DPIA, forms an integral part of the DPIA applicable to a given RFR Search. 

1.6 [bookmark: 1.8_This_document_should_be_read_in_conj]This document should be read in conjunction with the MPS RFR Documents, including in particular the RFR Policy (the “Policy”), which restricts the circumstances in which RFR may be used and puts in place several safeguards in relation to its use.

[bookmark: Role_of_the_Data_Protection_Officer]Role of the Data Protection Officer
1.7 [bookmark: 1.9_Pre-Deployment_Planning:_For_those_i][bookmark: 1.10_The_roles_of_the_DPO_and_the_Data_O]Policy development: The Data Protection Officer (DPO) is available to provide advice and input to process by which RFR policy is developed and the technology used. The roles of the DPO and the Data Office are an important part of the process when considering an RFR Search and advice from a data protection perspective would assist. As well as providing advice, the DPO is able to monitor compliance with the DPA 2018, and in doing so provides assurance to the MPS Commissioner. Both this overarching DPIA and records relating to particular cases provide a means to capture a record of any advice or input received from the DPO.  

1.8 [bookmark: 1.11_Colleagues_are_encouraged_to_make_e]Colleagues are encouraged to make early contact with the Data Office mailbox regarding the use of RFR.

1.9 [bookmark: 1.12_Post-Deployment_Review:_The_DPO_and]Ongoing Review: The DPO and Data Office’s role continues throughout the use of, and after RFR Searching. They act as points of contact and provide ongoing assurance in relation to data processing queries. They also facilitate data subjects’ exercise of their individual rights and support instances where trends or concerns are identified via their attendance at the MPS FR Technology Board.

1.10 [bookmark: 1.13_Within_the_MPS_the_senior_internal_]Within the MPS the senior internal oversight body for RFR is the MPS FR Technology Board, which in turn answers to the MPS Management Board. The DPO sits on the MPS FR Technology Board and as such is able to retain oversight on the conduct of MPS RFR use.

2 [bookmark: 2_Data_Protection_and_Data_Processing][bookmark: _Ref176351583][bookmark: _Toc218774033]The Purpose, Benefits and Attitudes to RFR

PURPOSE OF RFR
2.1 RFR technology is used by the MPS as an after-the-event facial recognition capability to help officers establish who a person is or whether their image matches against other images held by policing in order to help progress investigations and operations
2.2 The use cases for which the MPS may use RFR are set out in Section 2 of the Policy. 

BENEFITS OF RFR
2.3 RFR can assist investigators by determining whether an image of a Permitted Probe Subject matches images held within relevant Image Reference Libraries. This capability can help investigators to:
0. develop intelligence leads where identification would otherwise remain unresolved;
0. reduce reliance on manual, resource‑intensive image trawls; and
0. focus investigative activity on corroboration and follow‑up, rather than speculative searching.
2.4 In this way, RFR supports investigative efficiency without removing the need for human judgment or further lawful investigation.
2.5 RFR is particularly valuable in serious or high‑harm investigations, including violent and sexual offences, where timely identification of a suspect may be relevant to safeguarding considerations, evidence preservation, or preventing further harm. Operational experience demonstrates that RFR can assist both:
0. at early stages of an investigation, when limited information is available; and
0. in long‑running or historical investigations, where traditional identification opportunities have been exhausted.
Operational impact
2.6 Quantitative analysis of RFR use between 1 January and 30 June 2025 demonstrates the practical contribution of RFR to investigative activity:
0. 7,745 RFR searches conducted;
0. 3,147 intelligence matches disseminated to Officers in Charge.
2.7 In relation to sexual offences:
0. 410 searches resulted in 131 intelligence matches;
0. Operation Chassis (historical sexual offences) accounted for 210 searches and 46 intelligence matches.
2.8 These data points illustrate that RFR is contributing to investigations across a range of offence types, while remaining subject to the safeguards outlined in this DPIA.

Illustrative operational examples
2.9 Murder investigation: In 2024, following the murder at the Notting Hill Carnival, imagery capturing suspects was lawfully analysed using RFR as part of the investigation. This assisted investigators in developing early intelligence leads, which were subsequently corroborated through further investigative activity. The suspects identified through this process were later charged and convicted. This example illustrates how RFR may support investigations by accelerating the development of intelligence, while remaining embedded within conventional investigative and evidential safeguards.
2.10 High‑volume theft and shoplifting investigations: Throughout 2025, RFR was used to significant effect in tackling high‑volume theft‑shoplifting offending. This type of crime has a substantial impact on shop workers, Londoners and businesses, with large numbers of offences often committed by a small number of prolific individuals. In two recent investigations, suspects operating across several London boroughs were linked—via RFR analysis of CCTV imagery—to more than 100 separate theft offences. By establishing these links, investigators were able to consolidate numerous reports into focused investigations, avoiding the need for individual case allocation for each incident. As a result of this targeted and efficient approach, the two suspects were subsequently charged with a combined total of 104 theft‑shoplifting offences. This example demonstrates how RFR can materially reduce investigative demand in volume crime environments while ensuring that traditional evidential processes remain in place.
2.11 Sexual offence investigation – identification where no forensic opportunities existed: RFR has proven highly effective in the investigation of serious sexual offences, particularly where early identification is critical to safeguarding and risk management. In one case, an offender committed an act of exposure in a residential street as a family were entering their home. The only available evidence was CCTV imagery, with no viable forensic opportunities and no immediately identifiable suspect. RFR was used to analyse the imagery, resulting in the rapid identification of a potential suspect. This facilitated timely arrest, charge and subsequent conviction for the offence. According to the investigation team, without the intervention of RFR the suspect may have remained unidentified for a significantly longer period, if identified at all. This example demonstrates how RFR can provide crucial investigative traction where conventional avenues are limited, supporting safeguarding and timely case progression.

PUBLIC ATTITUDES TO RFR
2.12 Public trust and legitimacy are central considerations in the MPS’s use of facial recognition technologies. The MOPAC Public Attitudes Survey (Q2 2024/25) indicates that approximately four in five Londoners support the use of innovative technology by the MPS where it is deployed responsibly and with appropriate safeguards.
2.13 The MPS has undertaken extensive engagement with communities and representative groups regarding facial recognition. While concerns have been raised in relation to some uses of LFR, engagement and feedback indicate broader acceptance of RFR, reflecting its retrospective, targeted nature and the constraints governing its use.

CONSULTATION
2.14 A record of consultation is maintained in the MPS RFR EIA. 

3 [bookmark: _Ref176343468][bookmark: _Toc218774034]Description of Data Processing

THE DATA PROCESSING OPERATIONS RELATED TO RFR
3.1 The MPS RFR system is a dedicated facial recognition system which enables a Probe Image to be searched against images in an Image Reference Library and the Unresolved Crime Cache with Potential Matches being returned to the RFR User for their review and determination if a Viable Match has been found. Regardless of the means of delivery, the core nine-stage technical operation of RFR has been summarised at Section 3 of the Policy.   
3.2 It is clear from the technical operation of RFR that personal data is processed in relation to two classes of individuals, namely (1) those depicted for searching in a Probe Image and (2) those who feature in an Image Reference Library. 

Personal data that is processed when undertaking an RFR Search

	Those in an Image Reference Library – the following data being necessary to operate the RFR system and to compare those depicted in a Probe Image. 
	Those depicted in a Probe Image - the following data being necessary to undertake and Adjudicate an RFR Search.

	· Subject name 
· Facial image, and from/associated with that facial image:
· Biometric facial image template
· Recorded (or if unknown, perceived) gender
· Recorded (or if unknown, perceived) age/date of birth
· Recorded (or if unknown, perceived) ethnicity
· Recorded (or if unknown, any perceived) points concerning a relevant disability/gender transition
· To the extent arising from looking at the image, any perceived religious or philosophical beliefs, any perceived data concerning health and sexual orientation (e.g. by reference to clothing/headwear).
· Availability of other biometric modalities (DNA, fingerprints)
· Image meta data (including the time and location where the image was taken).
· Criminal offence data or information concerning why that person is on an Image Reference Library
· Contact details
· Warning markers (e.g. known to possess weapons)
· Note: Further personal data would be available to, and recorded by officers as part of any subsequent investigatory process. This is not data processed by way of RFR itself, and is instead relevant to the conduct of officers in the normal course of their duties. 
	· Probe Image of the subject
· Available to the MPS via the Probe Image
· Biometric facial image template
· Perceived gender
· Perceived age
· Perceived height
· Metadata (i.e. location, date and time the footage was captured)
· Perceived ethnicity
· Any perceived points concerning a relevant disability/gender transition
· On some occasions any perceived religious or philosophical beliefs, any perceived data concerning health and sexual orientation (e.g. by reference to clothing/headwear).
· Image meta data (including the time and location where the image was taken).
· Details as to the context of the image, for example if the subject is shown as being present with other people. 
· Criminal offence data or other information concerning why that person being submitted as a Probe Image for RFR Searching. 
· The status of any result – if it is a Potential Match or determined to be a Viable Match.



3.3 In respect of those in an Image Reference Library, the Policy confirms the Substantive Image Reference Libraries approved for use (at Section 5) and the process by which a Temporary Image Reference Library may be authorised for use.  Given that data subjects are already known to the MPS and the Policy does not provide a basis to proactively acquire images for use in the RFR System, much of the data is already being processed by the MPS in order to progress law enforcement investigations/operations. The process of creating an Image Reference Library creates new data as follows (i) the biometric facial image template to enable the operation of the RFR system (ii) data that an individual has been placed on an Image Reference Library, albeit refer to Section 10.1(b) of the Policy regarding data destruction and the retention periods relating to the RFR System.
3.4 The form of processing is set out in Section 3 of the Policy and below:
	Stage
	Action

	1
	Permitted Image Reference Library Enrolment

	
	Where the RFR Approving Officer has sanctioned the use of a Permitted Image Reference Library, it is ‘enrolled’ into the RFR System. The RFR software detect and analyses the facial features shown by the images in order to then express those features as a set of numerical values (i.e. a Biometric Template).

	2
	Facial image acquisition

	
	Following completion of a RFR Submission Form, an approved RFR User will start the process to enrol an image depicting a Permitted Probe Subject into the RFR System. 

	3
	Face detection

	
	The RFR System pre-processes the Probe Image and detects the face(s) in the image. Where there are multiple faces in an image, or the RFR System does not detect a single face, the results are presented for input by the RFR System User. 

	4
	Face selection

	
	The RFR User will consider if the face(s) presented/manually selected are of Permitted Probe Subjects. The RFR User will only proceed with the RFR Search for the purposes of a Permitted RFR Use Case against the faces of Permitted Probe Subjects, as set out in the RFR Submission Form. This is a data protection by design feature to limit the processing of biometric data for the purpose of seeking to uniquely identify a subject to cases where the need to do so is made out in line with this Policy. 

	5
	Feature extraction

	
	From each face(s) selected/confirmed by the RFR User, the RFR System produces a Biometric Template based around extracted key facial features.

	6
	Face comparison

	
	The RFR software then compares the Biometric Template(s) of the Probe Image against the Image Reference Library.

	7
	Matching

	
	When the Biometric Template(s) from the Permitted Probe Image are compared to the Permitted Image Reference Library, the RFR System generates a similarity score against each image comparison. This is a numerical value indicating the extent of similarity, with a higher score indicating greater points of similarity. The results (including the similarity score) will be presented to authorised RFR Users.

	8
	Adjudication

	
	Potential matches will be returned to the RFR User in ranked order. The RFR User, who is trained on the use of the RFR system will assess the Potential Matches and make a determination as to whether they consider the match to be viable, and if so, if any dissemination to a Senior Investigating Officer/Officer in the Case is required. 

	9
	RFR data destruction

	
	The RFR System will delete data in line with Section 10 of the RFR Policy.



Personal data processed post-an RFR Search
3.5 Policy provides for the completion of an RFR Submission Form, Viable Matches will generate a Match Report and Annex D requires that a record of the composition of Probe Images will be maintained. The retention of personal data is processed in line with Section 10.1 of the MPS RFR Policy. In particular:
· Where the RFR system does not return a Viable Match, where no further RFR Searching is required, deletion of the Probe Image from the RFR System will occur within 31 days of the RFR Search. 
· Where the RFR system generates an Potential Match which is determined to be a Viable Match, all related personal data is deleted as soon as practicable and in any case within 31 days, except to the extent that: (i) personal data is retained in accordance with the Data Protection Act 2018, MOPI and the Criminal Procedures and Investigations Act 1996; (ii) personal data is retained in accordance with the MPS’s complaints/conduct investigation policies.
· The Unresolved Crime Cache requires all data to be removed if the policing purpose has been resolved by other means, and in any event for all images in the Unresolved Crime Cache to be reviewed in line with Section 10.1(b)(iv)(A) of the Policy. 
· Image Reference Libraries are retained in line with Section 10.1(b)(i) – (iii) of the Policy. 

FREQUENCY OF DATA BEING PROCESSED 
3.6 Data is processed in relation to a specific RFR Searches on MPS IT systems, the frequency of RFR Searches being based on when the circumstances set out at Section 1.2 of the Policy arise. 

FACTORS AFFECTING THE RISK OF RFR PROCESSING
3.7 Absent appropriate safeguards, the processing embodied by the MPS’s use of RFR would be likely to result in a high risk to the rights and freedoms of individuals. Factors affecting that assessment of risk are as follows. 
3.8 Innovative Technology: Whilst retrospective facial recognition technology has been used by policing for many years, in 2020, other types of facial recognition technology (notably live) have been described by the Court of Appeal as a novel technology. In the RFR context accuracy and utility keep improving and enable more recent functionality e.g. the Unresolve Crime Cache. 
3.9 Biometric Data: The RFR system processes biometric data, both in relation to those on an Image Reference Library and those in a Probe Image. By its nature, this is high risk and means the MPS is undertaking sensitive processing for the purposes of Section 35(3) DPA. Security measures, including safeguards ‘by design’, have been identified and implemented in this DPIA and the MPS RFR Documents to mitigate risk in relation to biometric data processing.
3.10 Criminal offence data: The use of the RFR system will feature comparatively large-scale processing of information relating to criminal convictions and offences in relation to the use of Image Reference Libraries. Whilst that is the case, the accurate nature of the system significantly limits the scale of the information reviewed by the RFR User to Potential Matches. 
3.11 Data Matching: RFR works by analysing key facial features to generate a mathematical representation of them. This representation is then compared against known faces in a database in order to identify possible matches against persons of interest to LEAs. The Adjudication process requiring human-in-the-loop decision making, and other mitigants have been identified and implemented in this DPIA and the MPS RFR Documents.
3.12 Possible results of a match: an RFR Potential Match may, following Adjudication, lead to a Viable Match being determined and this being used as the basis for further investigative action. This may, in turn, lead to arrest. The processing embodied by RFR may therefore set in motion a train of events that leads to individuals being deprived of their freedoms (albeit that an RFR Alert does not in and of itself justify an arrest; arrests ought only to occur where officers are satisfied that proper grounds to arrest exist). 

ALGORITHM ACCURACY
3.13 A number of studies highlight the varying performance of facial recognition algorithms and the potential for the performance of algorithms vary dependent on demographic factors. As a result the MPS has had regard to the evaluations undertaken by the National Institute of Standards and Technology (NIST), who have evaluated circa 200 facial recognition algorithms for statistical accuracy and demographic performance, including those submitted by NEC (the provider used by the MPS). The National Physical Laboratory (NPL) has also undertaken specific operational testing of the MPS RFR system. The MPS has published a paper entitled ‘The Metropolitan Police Service Facial Recognition Technology: Understanding accuracy and demographic differences’. This explains the steps the MPS has taken to quantify the statistical accuracy and demographic performance of its RFR algorithm, including undertaking a process of peer review. 
3.14 Results for RFR showed the best possible performance. For every probe submitted, the correct match was returned at Rank 1 (this is the top match) resulting in a TPIR of 100%. This TPIR is identical for all demographic subgroups and these results show that performance is the same, regardless of race, gender or age. 

DATA MANAGEMENT
3.15 See Section 10 of the Policy. 
3.16 To ensure the continued accuracy, reliability and proportionality of the RFR system, the MPS undertakes ongoing system testing and performance benchmarking. This includes periodic evaluation of algorithm performance, operational validation exercises, and routine monitoring of similarity‑score outputs to confirm that the system operates within expected tolerances. These measures support early identification of any performance issues and enable investigation of instances where Potential Matches are later assessed as not viable. Discrepancies are analysed to determine whether they arise from image quality, demographic factors, environmental variables or technical issues, so remedial steps can be taken if required. This continuous assurance process forms part of the MPS’s data‑protection‑by‑design measures, supports the commitment to maintaining optimum system performance, and operates within the RRD framework established by the RFR Policy.

DATA SHARING
3.17 Should the RFR system result in a Viable Match, the subsequent process would typically also involve MPS personnel using policing databases and other intelligence systems to inform any further action. This subsequent action may also involve the MPS working with other police forces, law enforcement bodies, and other agencies to assist the MPS in discharging its common law policing powers. This action will not require the sharing of biometric data but may require the MPS to share personal data, as it would for any investigation, in accordance with the MPS’s routine sharing arrangements. The process following a RFR Search and any decision to share data is no different to where a person was identified without the use of RFR (i.e. as a result of a human-eye recognition by an officer).





4 [bookmark: _Toc218774035]The Principal Impacts of RFR

THOSE WHOSE IMAGES ARE PROCESSED AS A PROBE IMAGE VIA AN RFR SEARCH
4.1 Where an RFR Search is undertaken, images depicting one or more Permitted Probe Subjects are processed in the manner described in Section 3 (How it works) of this DPIA. This involves the processing of facial biometric data, which is a type of data of an intrinsically private character. Unconstrained processing of such data would pose a high risk to data subjects’ rights and freedoms. Furthermore, if the biometric templates were retained on an enduring basis, it could provide policing with a record of those were considered to be of relevance to a specific investigation/operating regardless of the outcome of the RFR Search and any subsequent investigatory work. The use of the technology could also, in circumstances where it is clear that RFR may be used as an after-the-event tool by policing, have a chilling effect on the willingness of some individuals to assemble or express their views. 
4.2 [bookmark: _Ref217392758]The MPS’s policing objectives for RFR, and the safeguards built into this Policy, mean that an unconstrained approach is neither required nor possible. RFR may only be used:
· in a permitted ‘use case’ as set out in Section 2 of the Policy;
· where the subject depicted in the Probe Image is a Permitted Probe Subject as set out in Section 3 of the Policy;
· against Permitted Image Reference Libraries as set out in Section 4 of the Policy;
· in compliance with the rules on Images as set out in Annex C of the Policy;
· in compliance with the rules on Protected Characteristics as set out in Annex D below of the Policy;
· in a way which is proportionate in all the circumstances in accordance with the guidance in Section 5 of the Policy; and
· subject to the requirements as to transparency set out in Section 10 of the Policy. 
4.3 [bookmark: _Ref217392772]Additionally, the impact on those whose images are processed is further reduced by the following safeguards:
· Pre-RFR checks: An RFR Search can only occur after less intrusive alternatives (e.g., local enquiries, open-source checks, manual review) have been exhausted or deemed unviable. This is recorded in the RFR Submission Form.
· Privacy‑by‑design ingestion: The system has the ability for single image ingestion to detect faces within a Probe Image and only faces of Permitted Probe Subjects selected by the RFR User proceed to search. 
· Algorithm accuracy and fairness: The performance of the RFR algorithm has been independently tested by the National Physical Laboratory (NPL) and peer-reviewed to confirm high statistical accuracy and demographic parity. The NPL found a True Positive Identification Rate of 100% at Rank 1 with no statistically significant differences across race, gender, or age groups. 
· RFR Submission Form and Image Tier controls: Every RFR Search must be supported by a completed RFR Submission Form, which records the policing purpose, necessity case, and confirmation that less intrusive options have been considered. The form also enforces compliance with the Image Matrix tiers (Annex C), ensuring that images with the lowest privacy expectations are preferred and that Level 4 or Level 5 images—those with elevated privacy or equality considerations—require higher-level approval (Inspecting rank or above) and documented advice from legal and technical specialists.
· Human‑in‑the‑loop adjudication: Potential matches are returned in ranked order for Adjudication by a trained RFR User, who must evaluate Subject, System and Environmental factors and document a Match Report where a Viable Match is determined. The MO4 Met CU Team are able to peer review matches as required by the Policy. 
· Data minimisation and deletion: Probe Images and associated templates are subject to strict retention and deletion timelines (e.g. deletion within 31 days in specified circumstances). 
· Scope limits: The system ingests stills or short clips (circa 30 seconds max) already held by the MPS and is not a mass video analysis capability.
· Protected characteristics safeguards: Additional approval and handling requirements apply for images concerning children, relevant disabilities, or gender reassignment, with at least Inspecting rank approval and specific technical/legal advice where mandated. 
· Intelligence, not evidence: In any event, acting on a Viable Match, Sections 7.15–7.17 of the Policy make clear that a Viable Match is an intelligence lead only and does not, by itself, justify arrest, search, or detention. There is no automatic consequence that investigative or enforcement action will follow. Specific ‘Intelligence for Action’ caveats are applied to any Match Report. Any subsequent policing activity must be lawful, necessary and proportionate, and officers must be able to justify the use of powers. Specialist evidential facial comparison (post‑charge) is available via MO4
· Transparency measures are in place: the MPS publishes this Policy and associated impact assessments; provides annual reporting (including aggregated demographic analysis of RFR use); and responds to FOIA requests and individual rights under the DPA, as described in Section 11 of the Policy. 
4.4 By design, RFR operates post‑event on imagery already held by the MPS, with privacy, proportionality, and deletion controls applied throughout the lifecycle of a search. The safeguards set out in sections 4.2 and 4.3 of this DPIA serve to ensure that the privacy impact on the public is appropriately mitigated and justified in all the circumstances having regard to the benefits of RFR and its role in advancing investigations and operations at set out in Section 2 of this DPIA.
THOSE WHOSE IMAGES ARE IN AN RFR IMAGE REFERENCE LIBRARY
4.5 [bookmark: _Ref217396194]For individuals whose images are contained within Permitted Image Reference Libraries (Substantive or Temporary), their data are processed in the manner described at Section 3 of this DPIA. If facial recognition were unconstrained in terms of which libraries may be used and how, there would be risks of abuse and arbitrariness—including speculative, repeated checks disproportionate to the policing aim where less intrusive options are viable. Such approach could cause a chilling effect on everyday life, assembly, and free expression. 
4.6 The MPS’s policing objectives for RFR, and the safeguards adopted by this Policy, ensure that an unconstrained approach is neither required nor possible. Notably, RFR is tightly constrained to permit use only:
· in a permitted ‘use case’ as set out in Section 2 of the Policy;
· where the subject depicted in the Probe Image is a Permitted Probe Subject as set out in Section 3 of the Policy;
· against Permitted Image Reference Libraries as set out in Section 4 of the Policy;
· in compliance with the rules on Images as set out in Annex C of the Policy;
· in compliance with the rules on Protected Characteristics as set out in Annex D below of the Policy;
· in a way which is proportionate in all the circumstances in accordance with the guidance in Section 5 of the Policy; and
· subject to the requirements as to transparency set out in Section 10 of the Policy. 
4.7 The risks outlined at 4.5 are further mitigated as follows:
· Already‑held imagery; limited new data creation: RFR uses imagery already lawfully held by the MPS; new data created are (i) biometric templates enabling the comparison, and, absence a Potential Match (ii) records evidencing that a subject/image was searched against and/or included in a library. 
· Algorithm accuracy and fairness: The performance of the RFR algorithm has been independently tested by the National Physical Laboratory (NPL) and peer-reviewed to confirm high statistical accuracy and demographic parity. The NPL found a True Positive Identification Rate of 100% at Rank 1 with no statistically significant differences across race, gender, or age groups. 
· Temporary Libraries – scope and approval: Temporary Image Reference Libraries may only be created for a specific investigation or operation and must contain images reasonably believed to be relevant to the approved policing objective. Their creation and use require Superintendent approval (with urgent exceptions for Inspector/Chief Inspector), documented advice (legal, data, technical) except in cases of urgency, and compliance with defined relevance criteria. Authorisations are strictly time-limited to an initial 31 days, with mandatory periodic reviews to ensure continuing necessity and proportionality.
· Unsolved Crime Cache: Inclusion and review are governed by offence tiers and periodic review timelines to maintain currency and necessity. 
· Segregation of categories: The technical design of the RFR system ensures that different categories of persons (e.g., wanted by the courts, missing persons, victims) are apparent. This prevents inappropriate conflation and ensures investigators understand why an image is included, informing proportionate action.
· Image Tier and Library Selection Controls: Annex C of the Policy requires that images with the lowest privacy expectations (e.g., compliant custody images) are preferred for inclusion in Image Reference Libraries. Where images fall into Level 4 or Level 5—those with elevated privacy, equality, or human rights considerations—specific authorisation by an officer of at least Inspecting rank is required. When selecting libraries for an RFR Search, decision makers must also consider relevance to the policing objective, privacy and equality impacts, and system performance. Libraries with the lowest impact should be used first unless urgency justifies otherwise.
· Intelligence, not evidence: In any event, acting on a Viable Match, Sections 7.15–7.17 of the Policy make clear that a Viable Match is an intelligence lead only and does not, by itself, justify arrest, search, or detention. There is no automatic consequence that investigative or enforcement action will follow. Specific ‘Intelligence for Action’ caveats are applied to any Match Report. Any subsequent policing activity must be lawful, necessary and proportionate, and officers must be able to justify the use of powers. Specialist evidential facial comparison (post‑charge) is available via MO4.
· Retention and deletion: Image Reference Libraries have ingestion and retention rules applied which go beyond those imposed by MOPI, Temporary Libraries made unavailable on expiry and deleted within 31 days; periodic review of items in the Unsolved Crime Cache at 3/6/9 months (depending on tier).
· Scope limits: The system ingests stills or short clips (circa 30 seconds max) already held by the MPS and is not a mass video analysis capability.
· Oversight and equality: The FR Technology Board reviews usage and aggregated demographic data at least quarterly; annual public reporting supports accountability and PSED compliance. 
4.8 In Glukhin v Russia, the ECHR found that Russian authorities had engaged in pervasive surveillance to identify and arrest Mr Glukhin for an administrative offence. The court concluded that authorities “must have used facial-recognition technology to identify him from screenshots of the social-media set, collected footage from closed-circuit television (CCTV) surveillance cameras installed in the stations … [and then] used live facial-recognition technology to locate and arrest him while he was travelling in the underground.” This approach relied on some 220,000 cameras equipped with live facial-recognition across Moscow, including the Metro, and was deemed highly intrusive and lacking a pressing social need. By contrast, the MPS’s use of RFR is fundamentally different and far more circumscribed: it operates post-event, is limited to defined use cases, applies only to Permitted Probe Subjects, and relies on specific, approved Image Reference Libraries. Every search is subject to documented proportionality checks, human-in-the-loop adjudication, and strict retention and deletion controls, ensuring compliance with legal and human rights standards.
4.9 Whilst the nature of RFR as used by the MPS means that a greater level of intrusion is involved when a person is added to a Permitted Image Reference Library compared to human-eye recognition given the nature of biometric processing, RFR has practically less impact compared to a human review of a photobook of all potential images, and is frequently less intrusive than resource‑intensive alternatives (e.g. analysis of communications to establish identity and/or the use of public appeals/wanted posters to get the public to help establish identity where it is then apparent a person is sought by the police). The Proportionality framework requires decision makers to consider the fair balance between rights impacts and policing benefits, and to prefer less intrusive means where they are effective. The safeguards set out above serve to ensure that residual risk to rights and freedoms is justified in all the circumstances, having regard to the benefits of RFR outlined in this Policy. 




5 [bookmark: _Toc218774036]Data Protection and 'Privacy Law' Assessment
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Data Protection Act 2018 - Principle 1

	
1. The first data protection principle is that the processing of personal data for any of the law enforcement purposes must be lawful and fair.

2. The processing of personal data for any of the law enforcement purposes is lawful only if and to the extent that it is based on law and either—
a. the data subject has given consent to the processing for that purpose, or
b. the processing is necessary for the performance of a task carried out for that purpose by a competent authority.

3. In addition, where the processing for any of the law enforcement purposes is sensitive processing, the processing is permitted only in the two cases set out in subsections (4) and (5).

4. […]
5. The second case is where—
a. the processing is strictly necessary for the law enforcement purpose,
b. the processing meets at least one of the conditions in Schedule 8, and
6. at the time when the processing is carried out, the controller has an appropriate policy document in place (see section 42).

	
Legal Risk: The MPS RFR Legal Mandate outlines the legal framework applicable to the use of RFR.  Data will processed under Part III DPA 2018. In reaching this conclusion the MPS has considered (i) the legal position and legislative context (ii) the use cases for RFR and how they fit in a law enforcement context and (iii) the rights and freedoms of data subjects, including any impact on such subjects from processing data under Part III DPA 2018 as opposed to UK GDPR – notably the right to objective to processing.

To process data under Part III DPA 2018, the processing needs to fall within a law enforcement purpose. This term is defined at Section 31 and means:

‘The prevention, investigation detection or prosecution of criminal offences or the execution of criminal penalties, including the safeguarding against and the prevention of threats to public security.’

The use cases (at Section 2 of the Policy) ensure that the MPS is acting with a law enforcement purpose when it uses RFR. 

Consent is impractical in the context of RFR. Accordingly, the processing must be strictly necessary for a law enforcement purpose, must meet a Schedule 8 condition, and there must be an appropriate policy document in place. The specific necessity/use case to act and public interest to do so will be made confirmed in the RFR Submission Form. Schedule 8, Paragraph 1 is applicable – this condition being met if the processing is necessary for the exercise of a function conferred on a person by an enactment or rule of law, and is necessary for reasons of substantial public interest. The MPS’s appropriate policy document can be found on its website. 
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	Legal framework
	L
	H
	The following observations and risk mitigation points combine to ensure that the MPS processes data in a way which is compliance with the applicable legal framework. 
· Legal Mandate and governance: The MPS RFR Legal Mandate sets out the lawful basis for using RFR. This framework is implemented through the MPS RFR Documents, notably the Policy, and at a search-specific level via the RFR Submission Form, which records the policing purpose, necessity case, and proportionality assessment.
· Part III DPA compliance: All processing occurs under Part III of the Data Protection Act 2018, requiring strict necessity for a law enforcement purpose, compliance with Schedule 8, and an appropriate policy document. The MPS publishes its Appropriate Policy Document online.
· Defined use cases: Section 2 of the Policy restricts RFR to specific, evidence-based use cases (e.g., identifying an unknown subject or checking for images in a Temporary Image Reference Library), ensuring the technology is only used for legitimate law enforcement purposes.
· Human rights and Equality Act considerations: The Policy provides detailed proportionality guidance in relation to Articles 8, 9, 10, 11, and 14 ECHR. Each RFR Submission Form requires consideration of these points, including whether less intrusive alternatives have been exhausted.
· Lawful investigative steps: Sections 7.15–7.17 of the Policy make clear that a Viable Match is an intelligence lead only and cannot, by itself, justify arrest, search, or detention. Any subsequent action must be lawful, necessary, and proportionate, with officers able to justify their use of powers
· International Transfers: RFR outputs are not routinely transferred outside the UK. In the exceptional event of cross-border law enforcement assistance, transfers will comply with Part III DPA 2018 (ss.73–74) requirements. No biometric templates will be shared; only the minimum personal data necessary for the policing purpose will be disclosed.
· Oversight and accountability: Governance is provided by the FR Technology Board, which reviews usage and aggregated demographic data quarterly, ensuring compliance with legal and equality obligations. 
	L
	Lindsey Chiswick

	If the processing lacks a lawful basis, individuals whose images are processed—whether as a Probe Image or within an Image Reference Library—could be subject to unlawful interference with their rights.

Unmitigated, this may undermine privacy expectations and, in contexts where the use of RFR as an after-the-event capability is anticipated, could have a chilling effect on the willingness of some individuals to assemble or express their views.

	
	
	
	
	

	Accessibility & Foreseeability
	M
	M
	The following observations and risk mitigation points combine to ensure that the MPS processes data in a way which is accessible and foreseeable to the public engaged by RFR. 
· Publication of governance documents: The MPS publishes its RFR Legal Mandate, this DPIA, and the wider RFR Documents (including the Policy, Appropriate Policy Document, and Equalities Impact Assessment) on its website to ensure transparency and public accessibility.
· Annual reporting and transparency measures: Section 11 of the Policy requires the MPS to publish annual reports on the use of RFR, including aggregated demographic analysis of searches undertaken, supporting accountability and foreseeability.
· Clear governance and oversight: Internal oversight is provided by the FR Technology Board, which reviews usage and demographic data quarterly, ensuring compliance with legal and equality obligations.
	L
	Lindsey Chiswick

	Data subjects should be able to understand the framework governing the processing of their data and predict how it applies to them. Without this, there is a risk that the activity may not be considered “in accordance with law.”
For those whose images are processed—whether as a Probe Image or within an Image Reference Library—lack of transparency further risks individuals feeling unable to exercise their rights (including rights to assembly and expression, and individual data rights under the DPA 2018). This could undermine public trust and confidence in the MPS and its use of facial recognition technology.
 
	
	
	
	
	



	Fairness risk: The fairness of this activity needs to be considered, and mitigated in the context of data subjects. 
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	Fairness – data processing
	M
	H
	The following observations and risk mitigation points combine to ensure that the MPS processes data which enables the MPS to achieve its policing objectives for RFR but which is fair to data subjects. 
· Published RFR Documents: The MPS RFR Documents regulate the discretion the police have to use facial recognition technology under its common law powers. By publishing the Policy, DPIA, Appropriate Policy Document, and Equalities Impact Assessment online, these documents are accessible to the public and provide clarity on how RFR is governed.
· Transparency: The MPS’s commitment to transparency (Section 11 of the Policy) ensures that the use of RFR is foreseeable to those whose images may be processed, whether as a Probe Image or within an Image Reference Library. Annual reports include aggregated demographic analysis of searches, supporting accountability and enabling individuals to exercise their rights under the DPA.
· Fairness ‘by design’: The MPS has published The Metropolitan Police Service Facial Recognition Technology: Understanding accuracy and demographic differences, which explains the steps taken to quantify the statistical accuracy and demographic performance of its RFR algorithm, including independent testing by the National Physical Laboratory (NPL). This testing confirmed a True Positive Identification Rate of 100% at Rank 1 with no statistically significant differences across race, gender, or age groups, ensuring equitable performance and reducing the risk of bias.
· Controls: The NPL’s findings, and wider support from MPS TRI has been reflected in the RFR Policy, including operational guidance on image quality and system configuration to maintain fairness and accuracy and to assist those determining when there is a Viable Match. 
· Protected characteristics safeguards: Annex D of the Policy provides specific safeguards and record-keeping requirements for images involving children, relevant disabilities, or gender reassignment. Additional approval and technical/legal advice are required for these cases to ensure equality and fairness.
· Search-specific considerations: The RFR Submission Form requires confirmation that less intrusive alternatives have been considered as part of the proportionality assessment. It also including equality impact consideration. 
· Ongoing reviews to mitigate risks of unfairness: Informed by its Equality Impact Assessment, the MPS RFR Documents provide for ongoing evaluation. This allows the MPS to monitor for equality and fairness issues by examining search outcomes and demographic trends. Concerns identified are escalated to the FR Technology Board for scrutiny and corrective action.
· FR Technology Board Oversight: The FR Technology Board reviews RFR usage on at least a quarterly basis to monitor trends and direct changes for best practice. It also considers aggregated demographic data at these meetings to ensure compliance with the PSED.
· Training to ensure fairness: The MPS RFR Documents require that RFR Users receive training as described in Section 7 of the Policy. This includes understanding system characteristics that could affect match reliability and ensuring users do not assume that a Potential Match is correct without proper adjudication. Training also covers discrimination awareness and equality obligations.
	L
	Lindsey Chiswick

	Processing data in a way that is unfair, that is, it is unwarranted or otherwise excessively interferes with the privacy rights of affected individuals, taking into account their reasonable expectations and the wider circumstances of the particular case. 

For those who consider that they will be in an Image Reference Library, there is a risk that such processing may cause them to change their behaviour and impact on their family life, right to assembly and to express their views. 

For those in a Probe Image:
· Individuals may consider their privacy rights to be unfairly impacted if subject to speculative or repeated searching without justification
· there is a risk that the technology may have a chilling effect on the willingness to exercise rights – for example where it has been announced that RFR will be used as a policing response to an assembly where disorder is anticipated. 

For both those subject to RFR Searching, if use of RFR Searching is more impactful on those with a particular Protected Characteristic, there is a risk that the use of the technology would be unfair. 


	
	
	
	
	



	
Data Protection Act 2018 - Principle 2

	
Personal data shall be collected for specified, explicit and legitimate purposes and not further processed in a manner that is incompatible with those purposes.
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	Processing images within an Image Reference Library for purposes beyond those for which they were originally collected or provided.
	L
	M
	The following observations and risk mitigation points combine to ensure that the MPS processes data in a way which complies with the purpose limitation principle.  
· GDPR Exemptions: In some circumstances, the DPA 2018 provides an exemption to particular UK GDPR provisions at Schedules 2 – 4 of the DPA. The main exemption of relevance to this point is the crime and taxation: general exemption. Sections 2 and Annex C (especially paragraph (b) of the Policy) support the use of the images and RFR for law enforcement purposes (per Section 31).
· Use-Case Limitation: The RFR Policy (Section 2) restricts processing to two defined use cases.
· Temporary Image Reference Library Controls: The creation of any Temporary Image Reference Library requires Superintendent approval (or Inspector/Chief Inspector in urgent cases) and a documented proportionality assessment. Libraries must only include images reasonably believed to be relevant to the approved policing objective. Authorisations are time-limited to an initial 31 days, with mandatory reviews at least every six months. Upon expiry, libraries must be deleted within 31 days to prevent any secondary or unintended use.
· Transparency and foreseeability: The MPS publishes the RFR Policy, DPIA, and Appropriate Policy Document online, and provides annual reporting on RFR use. This helps ensure that the processing is foreseeable and accessible to the public, mitigating risks of unfairness or unexpected secondary use.
	L
	Lindsey Chiswick

	Annex C of the RFR Policy covers sources of imagery, including non-police-originated images obtained from third parties (e.g., local authorities, businesses, or public appeals). The MPS’s law enforcement purpose for using RFR may differ from the original purpose for which the third party held the image. This divergence could fall outside the reasonable expectation of privacy of individuals whose images are included in an Image Reference Library, increasing the level of intrusion and potential impact on data subjects.

There is a risk that Temporary Image Reference Libraries could be expanded beyond the original approved scope (e.g., adding images not strictly relevant to the policing objective) or retained beyond their authorised duration. This could result in processing that is incompatible with the original purpose and increase privacy impact.


	
	
	· 
	
	

	Using RFR for a different purpose 
	L
	H
	The following observations and risk mitigation points combine to ensure that the MPS will continue to process data which is compatible with the permissible use cases for RFR: 
· Policy controls: The RFR Policy provides the only permissible use cases for RFR. The RFR Submission Form does not provide the ability to seek an RFR Search for other use cases.
· Fresh submission for any change: If a different use case is required, a new RFR Submission Form is required ensuring proportionality and necessity are reassessed.
· Transparency of purpose: Section 11 of the Policy requires publication of the RFR Policy, DPIA, and annual reports, including aggregated demographic data, to make the scope and purpose of RFR foreseeable to the public.
· Technical and procedural safeguards: Within the context of an RFR Search, the MPS’s approach to managing Image Reference Libraries—including being clear on segregation of categories of subject (e.g. suspects, missing persons, victims)—ensures that processing remains aligned to the approved purpose and prevents conflation of objectives.
· Relevance criteria: Temporary Image Reference Libraries must only include images reasonably believed to be relevant to the approved policing objective, with Superintendent-level approval and documented advice (legal, data, technical) except in cases of urgency.
· Audit and oversight: The FR Technology Board reviews RFR usage quarterly, including demographic analysis and equality impacts, to monitor compliance with purpose limitation and direct corrective action where necessary
	L
	Lindsey Chiswick

	Section 2 of the Policy defines the only permissible use cases for RFR, and Section 4 sets out the types of Permitted Probe Subjects responsive to those use cases. Acting outside these boundaries—or changing the approved use case —would fall outside the public’s reasonable expectation of privacy and risk undermining foreseeability.
Unmitigated, this could lead to processing that is incompatible with the original policing purpose, creating a significant chilling effect on individual rights. It may also result in speculative or repeated searches without justification, and in extreme cases, could contribute to unlawful investigative steps or enforcement action based on data processed for an unrelated purpose.
	
	
	· 
	
	



	
Data Protection Act 2018 - Principle 3

	
Personal data shall be adequate, relevant and limited to the necessities of the purposes for which they are processed.
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	Too little / inadequate data 
	M
	H
	The following observations and risk mitigation points combine to ensure that the MPS has sufficient, suitable, but not too much data to effectively use RFR.
· Image Quality Controls: Annex C of the RFR Policy sets minimum standards for image quality and suitability for facial recognition. The system flags images that may pose issues, and RFR Users are trained to assess quality before proceeding.
· Data Currency and Relevance:
Probe Images must be the most up-to-date and suitable image held by the MPS. Temporary Image Reference Libraries must only include images reasonably believed to be relevant to the approved policing objective.
· Operational Guidance and Training:
RFR Users receive training on assessing Subject, System, and Environmental factors that affect match viability, ensuring searches are based on adequate data.
· Proportionality Checks: The RFR Submission Form requires confirmation that less intrusive alternatives have been exhausted and that the image quality is sufficient to justify processing.
· Audit and Oversight: The FR Technology Board reviews usage quarterly, including trends in match performance and image quality issues, and directs changes for best practice.
	L
	Lindsey Chiswick

	If an RFR Search is based on imagery that lacks the minimum level or quality of data needed for effective processing, there is a risk that the policing objectives will not be achieved.

For the Image Reference Library, inadequate image quality or outdated images may prevent the system from returning accurate Potential Matches, reducing RFR effectiveness.

For those submitted as a Probe Image, poor image quality (e.g., low resolution, poor lighting, occlusions) may result in no viable match or false negatives, delaying investigations.

Inadequate data could also lead to repeated searches or unnecessary escalation, increasing intrusion without achieving the intended purpose.
	
	
	
	
	

	Too much data processing 
	M
	H
	The following observations and risk mitigation points combine to ensure that the MPS has sufficient, suitable, but not too much data in order to effectively use RFR.
· Strict Use-Case Limitation: The RFR Policy (Section 2) defines the only permissible use cases for RFR. Searches must be responsive to these use cases and supported by a completed RFR Submission Form, which records the policing objective and necessity case.
· Human Rights and Equality Considerations: Section 6 of the RFR Policy requires proportionality assessments considering Articles 8, 9, 10, 11, and 14 ECHR. Decision-makers must confirm that less intrusive alternatives have been exhausted and that the proposed RFR Search is necessary and proportionate.
· Scope Controls for Image Reference Libraries: Annex C requires that libraries include only images reasonably believed to be relevant to the approved policing objective. Level 4 and Level 5 images (with elevated privacy or equality considerations) require Inspecting rank approval and documented advice from legal and technical specialists.
· Retention, Review, and Deletion (RRD):
· Temporary Image Reference Libraries: Authorisations are time-limited to an initial 31 days, with mandatory reviews at least every 6 months. Libraries must be deleted from the RFR system within 31 days of expiry.
Probe Images:
· Where a Viable Match is returned, deletion occurs within 31 days of the search (subject to disclosure obligations).
· Where no Viable Match is returned, deletion occurs within 31 days after the search or after the policing purpose described in the Policy is resolved.
· Images in the Unsolved Crime Cache must be reviewed at 3 months (Tier 3 offences), 6 months (Tier 2), and 9 months (Tier 1) to confirm continuing necessity.
These controls prevent secondary use and excessive retention.
· Repeat Search Controls:
To prevent unnecessary or speculative processing, RFR searches must not be repeated on a routine basis against the same images in an Image Reference Library. Repeat searches are only permitted where there is a clear justification, such as a new Use Case, new intelligence, or a material change in circumstances (for example, improved image quality or an updated operational need such as a significant development in the investigation, escalation of threat or harm, or a legal requirement to re-check the imagery). 
· Privacy-by-Design Features: The RFR system only processes selected faces of Permitted Probe Subjects and deletes biometric templates after searches in line with policy. This limits unnecessary data processing.
· Oversight and Audit: Immutable audit logs record all actions. The FR Technology Board reviews usage quarterly, including compliance with proportionality and equality obligations, and directs changes for best practice.
	M
	Lindsey Chiswick

	There is a risk that an RFR Search could involve processing more data than is necessary to achieve the policing objective. For example:
· Including images in an Image Reference Library that are not strictly relevant to the approved investigation or operation.
· Retaining Probe Images or libraries beyond their authorised duration /  longer than required, creating a risk of secondary use and undermining purpose limitation and minimisation principles
· Repeat searches/searching against multiple libraries where a narrower, more targeted search would suffice.
· Images involving protected characteristics (children, disability, gender reassignment) could be processed without applying the additional safeguards in Annex D, increasing privacy and equality risks.

Unmitigated, this could lead to unjustified collateral intrusion, undermine proportionality, and increase privacy impact. It may also create a perception of “function creep,” reducing public trust and foreseeability.



	
	
	
	
	

	Irrelevant data processing
	M
	H
	The following observations and risk mitigation points combine to ensure that the MPS has relevant data for its purposes, and has minimised unnecessary data processing in so far as it can do so such that any remaining collateral intrusion is proportionate.
· Strict Use-Case Limitation:
The RFR Policy (Section 2) defines the only permissible use cases for RFR. Searches must be responsive to these use cases and supported by a completed RFR Submission Form, which records the policing objective, necessity case, and proportionality assessment. This ensures that processing is relevant to the policing need. The RFR User must confirm this alignment as part of the Match Report, including a statement that the Potential Match relates directly to the policing objective underpinning the Use Case. Irrelevant matches must be discarded and documented with reasons recorded for audit.
· Scope Controls for Temporary Image Reference Libraries:
The RFR Policy requires that libraries include only images reasonably believed to be relevant to the approved policing objective. Level 4 and Level 5 images (with elevated privacy or equality considerations) require Inspecting rank approval and documented advice from legal and technical specialists.
· System Design – Image Quality Checks:
The RFR system undertakes checks on ingestion to flag images of poor quality. Annex C provides governance on image suitability to maximise match accuracy and minimise processing resulting in the return of irrelevant results. 
· Human-in-the-Loop Adjudication:
Potential Matches are reviewed by trained RFR Users to determine whether they are Viable Matches. This process considers image quality, time lapse, and environmental factors to ensure relevance before any dissemination.
· Retention, Review, and Deletion (RRD): To prevent irrelevant or excessive processing, the RFR Policy enforces strict retention and review controls:
Temporary Image Reference Libraries:
Authorisations are time-limited to an initial 31 days, with mandatory reviews at least every 6 months to confirm continuing necessity. Libraries must be deleted from the RFR system within 31 days of expiry to avoid secondary use.
Probe Images:
· Where a Viable Match is returned, deletion occurs within 31 days of the search (subject to disclosure obligations).
· Where no Viable Match is returned, deletion occurs within 31 days after the search or once the policing purpose described in the Policy is resolved.
· Images in the Unsolved Crime Cache must be reviewed at 3 months (Tier 3 offences), 6 months (Tier 2), and 9 months (Tier 1) to confirm continuing necessity.
These controls ensure that data is not retained beyond its operational relevance, reducing the risk of irrelevant or speculative processing.
· Repeat Search Controls:
To prevent irrelevant processing, RFR searches must not be repeated on a routine basis against the same images in an Image Reference Library. Repeat searches are only permitted where there is a clear justification, such as a new Use Case, new intelligence, or a material change in circumstances (for example, improved image quality or an updated operational need such as a significant development in the investigation, escalation of threat or harm, or a legal requirement to re-check the imagery). 
· Privacy-by-Design Features:
The RFR system as the ability to process selected faces of Permitted Probe Subjects and deletes biometric templates after searches in line with policy. 
· Oversight and Audit:
Immutable audit logs record all actions. The FR Technology Board reviews usage quarterly, including compliance with proportionality and equality obligations, and directs changes for best practice.
	M
	Lindsey Chiswick

	If RFR processes more data than is necessary to achieve its policing objective, this would intrude into individuals’ private lives without justification and undermine public trust and confidence in the MPS. Similarly, if sensitive biometric processing occurs where less intrusive or depersonalised data could achieve the same outcome, the data processed may be excessive and unnecessary.
Examples include:
· Expanding Image Reference Libraries beyond the approved scope (e.g., adding images not strictly relevant to the policing objective).
· Running repeated or speculative searches without clear necessity out of the approved use cases.

Unmitigated, this could lead to disproportionate intrusion, unnecessary escalation, and a perception of “function creep,” reducing foreseeability and public trust.
	
	
	
	
	





	
Data Protection Act 2018 - Principle 4

	
Personal data shall be accurate and, where necessary, kept up-to-date and erased or rectified without delay.
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	Inaccuracies in the data itself
	M
	H
	The following observations and risk mitigation points combine to ensure that the MPS has data with the necessary accuracy for its purposes without unduly impacting on the data subjects. 
· Published Performance Data:
The MPS publishes its annual review including facial recognition performance and demographic information online, ensuring transparency and enabling ongoing scrutiny.
· Training and Guidance for RFR Users:
RFR Users are given training/guidance on factors that affect match reliability (e.g., image quality, time lapse, environmental conditions) and document these in Match Reports.
· Automated Quality Flags:
The RFR system should continue to flag poor-quality or unsuitable images at ingestion.
· Periodic Oversight of Accuracy Trends:
The FR Technology Board monitor accuracy-related issues quarterly, including demographic performance and notable errors/trends, and can direct changes for best practice.
· Periodic Review of Libraries:
Temporary Image Reference Libraries are subject to mandatory review every 6 months, and Unsolved Crime Cache images must be reviewed at 3 months (Tier 3 offences), 6 months (Tier 2), and 9 months (Tier 1) to confirm continuing necessity and accuracy. 
Custody Images are subject to further safeguards and controls beyond the RFR system. 
· Human-in-the-Loop Adjudication:
Potential Matches are reviewed by trained RFR Users before being deemed Viable Matches. This process considers image quality, time lapse, and environmental factors to ensure accuracy before any dissemination.
· Peer Review for Complex Cases:
Where accuracy concerns arise (e.g., poor image quality or high privacy impact), peer review by the MO4 Met CU Team should be sought before confirming a Viable Match.
· Image Currency and Suitability:
RFR Policy requires Probe Images to be the most up-to-date and suitable image held by the MPS. Temporary Image Reference Libraries must only include images reasonably believed to be relevant and current to the approved policing objective. Substantive Image Libraries are refreshed by a delta upload to ensure currency against their source. 
	M
	Lindsey Chiswick

	Personal data processed for RFR must be accurate and, where necessary, kept up to date, with systems in place to erase or correct errors promptly.
If inaccuracies occur—such as outdated or incorrect images in an Image Reference Library or Probe Images that do not reflect the current appearance of a subject—this could lead to:
· False negatives: Failure to identify a relevant subject.
· False positives: Incorrect matches, resulting in unnecessary investigative steps.
· Unwarranted escalation: Reliance on inaccurate intelligence, undermining proportionality and potentially leading to unlawful or unjustified actions.
· Errors in metadata: Incorrect date, location, or context could cause misinterpretation of results and flawed decisions.
· Failure to refresh libraries: Outdated images increase the likelihood of false positives or negatives.

Unmitigated, this risk could compromise investigations, erode public trust, result in unlawful arrests, and increase privacy intrusion.

	
	
	
	
	

	Inaccuracies in algorithm
	M
	H
	The following observations and risk mitigation points combine to ensure that the MPS uses an algorithm with sufficient accuracy to achieve its policing objectives without unduly impacting individuals whose images are processed:
· Algorithm Performance and ICO Guidance:
The ICO guidance confirms that compliance with the accuracy principle does not require 100% statistical accuracy but does require robust measures to ensure reliability, fairness, and proportionality. The MPS applies these standards to retrospective facial recognition, embedding accuracy and equality considerations into governance and operational practice.
· Independent Testing and Peer Review:
The RFR algorithm has undergone operationally realistic testing by the National Physical Laboratory (NPL) and peer-reviewed analysis. Published findings in The Metropolitan Police Service Facial Recognition Technology: Understanding Accuracy and Demographic Differences confirm: “For every probe submitted, the correct match was returned at Rank 1, resulting in a TPIR of 100%. This TPIR is identical for all demographic subgroups and these results show that performance is the same, regardless of race, gender or age.” This evidence demonstrates high statistical accuracy and demographic parity under operational conditions.
· Algorithm Assurance and Governance:
The RFR algorithm operates under fixed, tested configurations with the algorithm having been validated through independent operational testing (e.g., NPL) and peer-reviewed analysis. Any changes to the algorithm used would require new impact assessments to be conducted and the approval of the SRO via the FR Technology Board.
· Human-in-the-Loop Adjudication and Match Report Controls:
Potential Matches are reviewed by trained RFR Users. Each Match Report must confirm that the Potential Match relates directly to the policing objective underpinning the Use Case, identify facial features supporting or undermining the match, and record factors affecting confidence. Irrelevant matches must be discarded and documented with reasons for audit.
· Equality Monitoring:
The FR Technology Board reviews quarterly metrics. This allows trends to be detected and changed to be directed. 
· Repeat-Search Discipline:
Repeat searches are prohibited unless justified by new intelligence, a new Use Case, or a material change in circumstances (e.g., improved image quality or updated operational need).
	L
	Lindsey Chiswick

	Personal data processed by RFR is matched using algorithmic similarity scoring. If the RFR algorithm is inaccurate, this may adversely impact data subjects and operational integrity in several ways:
· Unnecessary data processing: Where algorithm performance is poor or mis‑configured, searches may be initiated that are unlikely to yield reliable results, leading to unjustified biometric processing of Probe Images and reference images.
· False or misleading Potential Matches: Inaccurate similarity scoring (or suboptimal thresholds) may return irrelevant candidates for adjudication, increasing the risk of disproportionate intrusion, wasted investigative effort, and erosion of trust.
· Failure to achieve policing objectives: If the RFR system cannot reliably return correct matches post‑event, investigative progress may be delayed or compromised, causing repeated searches and extended retention beyond necessity.
· Operational error propagation: Poor algorithm performance can amplify small quality issues (lighting, occlusion, age gap), inflating false positives/negatives and requiring additional officer time to triage non‑viable results.
· Equality and fairness concerns: If configuration or performance produces outcome disparities across demographic groups, there is an increased risk of indirect discrimination and non‑compliance with the Public Sector Equality Duty.

Unmitigated, this risk could compromise investigations, erode public trust, result in unlawful arrests, and increase privacy intrusion.
	
	
	
	
	




	
Data Protection Act 2018 - Principle 5

	
Personal data processed for any purpose or purposes shall not be kept for longer than necessary for that purpose for which it is processed.
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	Data retention
	L
	H
	The following observations and risk mitigation points combine to ensure that the MPS has balanced its need for retention of data with the risks and impacts of doing so.  
· Published Retention Periods:
Data is processed in accordance with Part III DPA 2018 and subject to Section 10 (Data Management) of the RFR Policy. Retention periods are clearly defined for Probe Images, Image Reference Libraries, and the Unsolved Crime Cache.
· Review and Deletion Controls:
Periodic reviews ensure that data is not retained beyond its operational relevance. Where the policing purpose has been resolved, deletion occurs promptly in line with policy safeguards.
· Audit and Oversight:
Audit logs record actions relating to retention and deletion. The FR Team monitor compliance with retention rules and directs corrective action where necessary.
· Individual Rights Compliance:
The system design enables deletion in response to valid data subject rights requests under the DPA 2018.

	L
	Lindsey Chiswick

	There is a risk that if the retention periods set out in the RFR Policy are not applied and data is not subject to meaningful review, personal data could be retained beyond its operational necessity. This can have a number of impacts:
· Undue processing: Retaining Probe Images, biometric templates, or Image Reference Libraries longer than required increases privacy intrusion and risks secondary, unexpected or speculative use.
· Expanded exposure: Data held without a policing need could be accessed or exploited in ways not originally intended, undermining proportionality and fairness.
· Loss of public trust: Extended retention without justification may erode confidence in the MPS and its use of facial recognition technology. It may also result in data being used in unexpected ways.
· Operational inefficiency: Failure to review and delete data may lead to unnecessary processing, increasing resource use and risk of irrelevant matches.

Unmitigated, this risk could compromise compliance with the Data Protection Act 2018, increase privacy impact, and damage public confidence in policing, including a willingness to engage with the police in the future.
	
	
	
	
	





	
Data Protection Act 2018 - Principle 6

	
Personal data shall be processed in a manner that ensures appropriate security of the personal data, using appropriate technical or organisational measures.

Appropriate security includes protection against unauthorised or unlawful processing and against accidental loss, destruction or damage.
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	Data security
	L
	H
	The following observations and risk mitigation points combine to ensure that the MPS has mitigated the risks regarding Data Security.
· Security Framework: 
Section 10 of the RFR Policy sets out the technical and organisational measures adopted to secure RFR data processing. 
· Access Controls: 
Role-based access ensures only authorised personnel can interact with RFR systems and data. 
· Personnel Security: 
All staff involved in RFR processing undergo appropriate vetting checks.
· Training:
MPS baseline data protection and information security training is mandatory for all personnel handling RFR data. 
· System Design: 
Biometric templates generated by RFR are algorithm-specific and cannot be universally applied, reducing the risk of misuse outside the system. 
· Security Against Unlawful Processing: 
RFR governance documents define structures to record RFR Searches, approval of them and oversight. 
RFR Users are subject to clear disciplinary processes be it as police officers or police staff. 
· RFR Supplier: 
The supplier is subject to confidentiality and security safeguards as part of the contractual arrangements. The supplier does not have access to personal data processed by the MPS within the RFR system. 
· Audit and Monitoring: 
Audit logs capture processing actions. Periodic audits and post-use reviews (at least quarterly) by the FR Team provide assurance and identify lessons learned. 
· Encryption and Secure Storage: 
All biometric and associated data is encrypted, with secure storage protocols aligned to MPS standards.

	L
	Lindsey Chiswick

	People’s privacy and wider interests can be compromised if personal data processed by RFR is not protected by robust technical and organisational security measures against internal and external threats.

Use of a proprietary algorithm and third-party supplies may introduce security risks relating to third party confidentiality breaches, insecure secure systems, or insufficient contractual controls, affecting integrity, availability, and lawful processing.

For individuals whose biometric data is processed—whether as part of an Image Reference Library, Probe Images, or the Unsolved Crime Cache—the unique nature of biometric identifiers means that, if a security breach occurs, the data could be exploited by malicious actors.

For those linked to an Image Reference Library, a Probe Image or retained due to an unresolved policing purpose, a breach could reveal that the individual’s data was processed in connection with a criminal investigation and for the specific Use Case. This could expose sensitive operational information and adversely impact the individual if misused.
	
	
	
	
	

	Data loss
	M
	M
	The following observations and risk mitigation points combine to ensure that the MPS has mitigated the risks which arise from potential data loss in order to ensure RFR remains a functional capability.  
· Business Continuity Planning: 
The MPS maintains business continuity plans to ensure continued operational capability in the event of system failure or data loss. These plans apply to RFR processes. 
· System Backups: 
The RFR system is backed up. Wider back up and continuity arrangements are in place for systems which support Image Reference Libraries (e.g. custody images).
· Redundancy Measures: 
RFR systems are designed with failover and recovery protocols to minimise downtime and ensure continuity of investigative processes. 
· Controlled Data Handling: 
Authorised personnel follow designed-in processes flows for data ingestion and export, reducing the risk of accidental deletion or corruption. 
· Audit and Monitoring: 
Audit logs track processing activity, enabling rapid identification and remediation of anomalies. 
· Secure Storage: 
All RFR data is stored in secure environments with encryption at rest and in transit, reducing vulnerability during recovery operations.
	L
	Lindsey Chiswick

	If data processed by RFR becomes inaccessible or is corrupted—whether through unlawful action, technical failure, or accidental deletion—it may undermine the ability to conduct retrospective facial recognition searches. This could prevent the MPS from progressing investigations, acting on matches, or reporting on the outcomes of RFR use. Loss of data may also compromise investigation integrity and operational accountability. It may also prevent the MPS acting on, and reporting on the use of RFR. 
	
	
	
	
	




	
Complaint Handling

	
Complaints about the use of Personal Information in relation to this project should be handled by the MPS Data Protection Officer (DPO).

	
Complaints about the use of Personal Information in relation to this project should be handled through the Data Office overseen by the MPS Data Protection Officer (DPO).

	
Freedom of Information Act 2000 (FOIA)

	In meeting its FOIA obligations, the MPS is committed to maintaining an open and transparent approach regarding the processing outlined within this DPIA. This is subject to any exemptions that may apply under FOIA, including those relating to security or confidentiality.

The MPS is a public authority for the purposes of the FOIA. This means that information held by the MPS is accessible to the public on written request, subject to limited exemptions.

In accordance with guidance from the ICO, the MPS will place this DPIA and other associated MPS RFR Documents onto our FOIA Publication Scheme, helping to raise public awareness of how the MPS processes personal data. Any exception to this will meet FOIA criteria.

All public requests for information should be directed through Communication & Engagements  triage team, overseen by the MPS DPO.
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	Right to be informed
	M
	M
	The following observations and risk mitigation points combine to ensure that the MPS has mitigated the risks which arise from any impact
· MPS Governance: The MPS has a mature Information Governance Strategy and Structure in place. It incorporates the requirements of the MPS to be open and transparent (wherever appropriate and possible) about how data is processed.
· Publication and Accessibility: A key measure is the publication of the MPS Privacy Notice, the MPS policy on protecting special category and criminal convictions, and key MPS RFR Documents on the MPS website. Whilst the MPS is not required to publish a number of these documents, it has elected to do so. This is an important measure to inform the public about the standards the MPS, as a public body, operates to. In doing so, the MPS provides details about the process and requirements to use RFR, details about how RFR may be used, and the considerations and constraints relevant as to the imagery that may be used for searching. In this way, the MPS’s use of RFR is both foreseeable and accessible. 
· MPS policy: and guidance is provided by the MPS’s Data Office to ensure the MPS complies with this legal obligation.
· The DPO Role: The MPS DPO is an integral role to the processing of personal data and the upholding of individual rights, providing scrutiny, challenge, advice to do so.   
	L
	Lindsey Chiswick

	Unless there is an exemption to disclosure, individuals have a general right to be informed in a clear, understandable way about how the MPS generally collects and uses their personal data as part of the privacy information provided to them. 

Unless there is an exemption to disclosure, individuals have a specific right to know the legal basis for any data processed about them. They should also know how long that data is to be held for or the criteria used to decide this, any recipient or categories of recipients for the personal data, and anything else they might reasonably need to exercise their rights (e.g. if the data was collected without their knowledge). Unless an exemption applies, if this does not occur, there is a risk that the public will not be able to ask questions about how their data is used. This may mean they cannot exercise their legal rights. They also may lose confidence in the MPS.
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	Right of Access
	M
	L
	The following observations and risk mitigation points combine to ensure that the MPS has facilitated the exercise of individual rights and mitigated the risks which arise from any impact from a failure to do so.
· Systems Capability: 
RFR systems are designed to enable deletion or restriction of data in response to valid data subject rights requests under the DPA 2018. This includes the ability to remove Probe Images or entries from Image Reference Libraries where appropriate.
Retention Controls: RFR processes incorporate retention safeguards. Data is only held for defined periods (as set out in Section 10 of the RFR Policy) and is subject to periodic review and deletion when no longer operationally relevant. This reduces the need for erasure requests by ensuring proactive deletion.
Privacy Notice: This provides that requests for data erasure or restriction may be considered via: DataProtectionOfficer@met.police.uk or via post to MPS Data Rights, PO Box 313, Sidcup, DA15 0HH.
· MPS website: This provides the public with a copy of the MPS Privacy Notice that details how the right to erasure or restriction may be exercised. 
· MPS RFR Documents: These provide detailed safeguards around the use of data and how it will be held and managed. 
· MPS policy: and guidance is provided by the MPS’s Data Office to ensure the MPS complies with this legal obligation.
· The DPO Role: The MPS DPO is an integral role to the processing of personal data and the upholding of individual rights, providing scrutiny, challenge, advice to do so.   
	L
	Lindsey Chiswick


	Unless there is an exemption, not only do individuals have a right to be aware of the data held and being processed about them, in normal circumstances they have a right to verify this too by seeking access to the data the MPS holds on them. When designing the project there is a need to think about how it will enable people to access their data – from having systems to ensure the Data Office come to those responsible for the Project with requests to how data is extracted from the Project to be shared with the individual.
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	Right of Rectification
	L
	L
	· 
	L
	Lindsey Chiswick


	If data is not up to date, there is a risk that decisions are being made on the basis of inaccurate information. If inaccuracy becomes apparent, or, if an individual requests correction, systems need to be in place to update (or add to incomplete) information. 
	
	
	· 
	
	

	Right of Erasure and Restriction
	L
	M
	· 
	M
	Lindsey Chiswick


	Individuals have a right to request the deletion or removal of their personal data. They also have a right to block or restrict processing their data going forwards. This request is subject to exemptions to ensure it cannot be used to frustrate policing purposes, or where the request is manifestly unfounded or excessive. However, the Project team does need to ensure there are systems in place to be able to delete data on request and to restrict its further processing. A failure to have systems in place risks individuals losing confidence in the MPS holding only the data it needs and being unresponsive to their lawful requests.
	
	
	· 
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	Right not to be subject to automated processing
	L
	M
	The following observations and risk mitigation points combine to ensure that the MPS has mitigated the risks which arise:
· Adjudication: RFR does not make decisions that produce adverse legal effects or significantly affect individuals without human intervention. Any match generated by RFR is subject to mandatory adjudication, ensuring human-in-the-loop assessment before any operational decision is taken. Investigators review the match, consider its context, and apply professional judgment to determine whether further action is appropriate. The RFR system itself does not autonomously trigger any enforcement or engagement.

	L
	Lindsey Chiswick

	Part III of the DPA 2018 provides safeguards for individuals against the risk that a potentially damaging decision is taken by solely automated means, i.e. without human intervention.

Individuals have the right not to be subject to a decision when:
· it is based on automated processing; and
· it produces an adverse legal effect or a significantly affects the individual.
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7 [bookmark: 6_Consultation_Results][bookmark: 8_Implementation_of_DPIA_Outcomes_Respon][bookmark: 9_Conclusion][bookmark: _Toc218774038]Conclusion

7.1 [bookmark: 9.1_The_DPIA_has_identified_a_number_of_]The DPIA has identified a number of relevant risks associated with the use and security of imagery, the use of RFR, and the post-processing phases relating to RFR results.

7.2 [bookmark: 9.2_Proportionate_and_reasonable_mitigat][bookmark: 9.3_The_DPIA_will_be_review/amended/adop][bookmark: 9.4_The_intelligence_supporting_Deployme][bookmark: 9.5_The_overt_nature_of_these_Deployment]Proportionate and reasonable mitigations have been identified and fall within the guidelines associated with the RFR operating principles. Whilst no exceptional areas of risk have been identified at present, this DPIA is a living MPS document and will be subject to continuous review. This DPIA is also subject to case-specific considerations documented in the relevant RFR governance forms.

7.3 [bookmark: 9.6_This_DPIA_complies_with_the_requirem]This DPIA complies with the requirements of the DPA 2018.
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[bookmark: DPIA_Signature]DPIA Signature

	1.
	Project Sponsor

	
	Sign Below:
Lindsey Chiswick

	
	Name: Lindsey Chiswick

	
	Position: Director of Performance

	
	Date: 09.03.26

	2.
	Data Protection Officer

	
	The Metropolitan Police Service’s use of Retrospective Facial Recognition (RFR) involves the processing of biometric and other sensitive personal data that, without appropriate safeguards, would present a high risk to the rights and freedoms of individuals. RFR is a long‑standing and well‑understood investigative tool used by policing, and its deployment within the MPS is supported by a mature set of governance documents, safeguards, and operational controls. Having reviewed the framework set out in this DPIA—including the defined use cases, strict proportionality requirements, data minimisation controls, algorithm assurance, and oversight mechanisms—I am satisfied that the processing is necessary for a legitimate law enforcement purpose and is undertaken in a way that is fair, transparent, and compliant with the Data Protection Act 2018.
Given the sensitivity of biometric processing and the scale at which RFR contributes to investigations, it remains essential that the mitigations and operational practices described in this DPIA continue to be embedded and rigorously maintained. Regular review is particularly important to ensure that the system's technical performance, equality impacts, and operational uses remain aligned with legal requirements and public expectations. Ongoing training for all personnel involved in RFR activity is similarly critical to ensure proper adjudication, proportionate decision‑making, and consistent application of safeguards. Subject to these continuing duties, I am satisfied that this DPIA provides an appropriate assessment of risk and a sound basis for the responsible and lawful use of RFR by the MPS.

Sign Below:
Ben Sayers

	
	Name: Ben Sayers

	
	Position: DPO

	
	Date: 3 March 2026
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