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METROPOLITAN

POLICE

Meeting Operation Encompass Responsibilities
Pilot Proposal and Agreement — Studybugs, 23 June 2025

Police forces are now legally required to notify a child’s school right away® after they have been involved in an
incident of domestic abuse. This responsibility was originally introduced by Operation Encompass and in May

2024 was placed into law by the

Action 20 of the states: 'We will review the delivery of Operation

Encompass to improve outcomes.’ _ of the Metropolitan Police (the Met) has highlighted an
urgent need for a system that allows the Met to fulfill these responsibilities efficiently and securely, ensuring

reliability while minimizing the risk of data breaches.

Like other police forces, the Met faces challenges in accurately recording a child’s school name when they are
present during a domestic abuse incident. This issue creates three key challenges that we aim to address:

1. The Met relies on staff to follow up with the officer and/or local authority to obtain this information,

making the process time-consuming, inefficient, and prone to errors.

2. The Met cannot verify whether the school name provided is correct, increasing the risk of data
breaches and potentially sending Operation Encompass notifications to the wrong school.

3. The Met is not always able to meet its statutory Operation Encompass duty. When a child’s school
name cannot be obtained in time, the notification is not sent.

Studybugs Cohorts for police forces is a new service built on the well-established Studybugs platform. -

In law “as soon as is reasonably practicable”. Under Operation Encompass the aim is to notify the school in “real time”
or by 8.30am the next school day atthe latest, enabling the school’s “key adult” to greet the child when they arrive.
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We planto demonstrate the following:

1. Operation Encompass duties are met
Schools can be notified of incidents of domestic abuse much sooner, enabling both the Met and
schools to meet their duties under Operation Encompass.

2. The Met staff time is saved
The time taken by the Met staff to find a child’s school is significantly reduced.

3. Breaches arereduced or eliminated
By introducing an automated system using Studybugs’s live direct connections into schools, errors
(leading to data breaches) are avoided.

The Met and Studybugs will work to measure the impact according to these aims, comparing with other LAs
and with the situation previously for the pilot LAs.

Action Date (2025) Resp.

3 Alternatively, Studybugs supports SSO (“single sign-on”) via Microsoft Azure, which allows user access to be managed
entirely from Met’s side. We can liaise with the Met IT to configure this if required.
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Item Cost (ex VAT)

From agreement to 22 August 2025

Development, provision and support of solution as described _

Total payable by the Met

Studybugs (studybugs.com)is a unique, live online platform that enables all responsible parties —local
authorities, schools, academy trusts, police forces, NHS, parents and more — to work together closely to keep
children happy, healthy and in school.

Studybugs has been built with backing from the Department for Education, the NHS, UK Research and
Innovation and the Open Data Institute among others, and is used by a rapidly growing list of local authorities,
more than 5,000 schools and several hundred thousand parents.

Sign over page to indicate acceptance.
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This proposal constitutes the Order Form which, along with the attached data processing and licence terms,
once signed forms our Agreement. In the event of conflict the Order Form takes precedence over the data
processing and licence terms.

Metropolitan Police (the Customer) and Studybugs agree to proceed as described in this proposal.

The Service is the online service Studybugs will develop for the Customer, as described in this proposal.

23 June 2025 | 1:51 PM BST
This agreement is made 0N .

Signed on behalf of the Metropolitan Police by:

Signature cevemereneneeeenn-- AN ... .........
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Studybugs Data Processing and Licence Terms for Police Forces
Revised 1 January 2025
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Definitions

“Studybugs” (or “us” or “we”) refers to Studybugs
Limited, a company incorporated in England with
registration number 08352917.

“Customer” (or “you”) refers to the police force that
you represent, as specified in the Order Form.

“Agreement” means the agreement between the
Customer and Studybugs comprising the Order
Form and these terms.

“Order Form” means an online or written form or
instruction (which may take the form of an email)
detailing the version of the Service you wish to
licence and the Fees, if any, that are due.

The “Service” is our online service for police forces
as defined in the Order Form.

The “Fees” arethe fees duefrom you to us, if any,
according to our published pricing at the time the
fees are due, unless specified otherwise in the
respective Order Form, plus VAT and any other
applicable taxes.

The “Term” is a period of twelve months fromthe
date of this Agreement, unless specified otherwise
in an Order Form, and subsequent such periods if
this Agreement is renewed.

The “Permitted Purpose” is working with schools
and local authorities to ensure the safeguarding
and welfare of children.

The “Terms of Use” are our terms governing
acceptable use of the Service by your staff and by
individuals, as varied from time to time and
published on our website.

Studybugs’s “Intellectual Property Rights” include
all copyrights, patents, utility models, trademarks,
service marks, registered designs, moral rights,
design rights (whether registered or unregistered),
technical information, know-how, database rights,
semiconductor topography rights, business names
and logos, computer data, generic rights,
proprietary information rights and all other similar
proprietary rights (and all applications and rights
to apply for registration or protection of any of the
foregoing) in relation to the Service as may exist
anywhere in the world.

“Data Protection Legislation” means (i) the Data
Protection Act (2018), the UK General Data
Protection Regulation (UK GDPRY), and any national
implementing laws, regulations and secondary
legislation, as amended or updated from time to
time, in the UK and then (ii) any successor
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legislation to the UK GDPR or the Data Protection
Act 2018.

“Personal Data” means any information that may
identify an individual, as defined in the Data
Protection Legislation.

The “Data Processing Schedule” is the attached
schedule listing data processing details required for
compliance with the UK GDPR (General Data
Protection Regulations) and which forms part of
this Agreement.

Licence

Subject to payment of the Fees, we grant to you
and you accept a licence to use the Service for the

duration of the Term for the Permitted Purpose.
You will not:

2.2.1 translate, adapt, vary, modify,
disassemble, decompile or reverse
engineer any part of the Service;

2.2.2  modify, sell or distribute any part of the
Service;

2.2.3  rent, lease, share, sub-license, or transfer
the Service.

Fees

We will invoice you for any Fees that are due at the
start of the initial Term and 30 days before the start
of each subsequent Term.

You will pay the Fees, if any are due, within 30 days
of receipt of the invoice from Studybugs.

Studybugs has to pay fees to various third parties in
respect of each school itintegrates with. As these
are outside Studybugs’s control, Studybugs may
vary its annual fee, or withdraw support for the
affected school system, if the third party
significantly changes its own terms of business or
fees.

Term

This Agreement will automatically renew for
another Term at the expiry of the previous Term.

Should you wish to end this Agreement, you may
do so by giving us not less than 30 days’ written
notice to expire at the end of the current Term.

Should we wish to alter the terms of this
Agreement with effect from the start of the next
Term, including changing the Fees, we may do so
but must give you at least 60 days’ notice prior to
the end of the current Term.
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5.1

6.1

6.2

6.3

Acceptable Use

You will ensure that staff using Studybugs comply
with our Terms of Use.

Data Processing and UK GDPR

We will process personal data which you provide us
for the purpose of delivering the Service to you.
The subject matter, duration and nature of the data
processing we will carry out, the type of Personal
Data and categories of data subject are detailedin
the Data Processing Schedule.

We will act only on your written instructions (unless
required by law to act without such instructions),
as data processor, and you will remain the data

controller in respect of all data we process for you.

We as data processor will:

6.3.1 ensure thatall our staff with access to
Personal Data are subject to a duty of
confidence in respect of that data.

6.3.2  take appropriate and proportionate
technical and organisational measures to
ensure the security of our processing of
Personal Data. Our security measures are
published on our website and may be
revised from time to time.

6.3.3  ensure our sub-processors are bound by
the same data processing obligations to us
as we are to you.

6.3.4  only engage a new sub-processor to
process Personal Data with your prior
consent and a written contract in place
with that sub-processor. Should you not
consent to us engaging a new
sub-processor, we may disable the
relevant parts of the Service to ensure that
Personal Data is not processed by this
sub-processor.

6.3.5 remain liable to you for our
sub-processor's compliance with its data
processing obligations.

6.3.6  not process information outside the UK or
EEA without your explicit consent and

appropriate safeguards in place.

6.3.7 provide reasonable and proportionate
assistance to you in providing subject
access and allowing data subjects to
exercise their rights under the UK GDPR. If
you require assistance beyond this, we
may charge you areasonable fee to cover
our costs.

6.4

6.5

6.6

6.7

7.1

6.3.8  assist you in meeting your UK GDPR
obligations inrelation to the security of our
processing of Personal Data, the
notification of Personal Data breaches and
data protection impact assessments.

6.3.9 delete or return all Personal Data to you on
termination of this Agreement. Our process
for deleting Personal Data is detailed in the
Data Processing Schedule.

6.3.10 submit to audits and inspections and
provide you with the information you need
to ensure that you are meeting your data
protection legal obligations. If you request
more information or access than we deem
is necessary to meet your obligations, then
we may charge you a reasonable fee to
cover our costs in relation to this.

6.3.11 notify you within 48 hours of any breaches
we become aware of, from the point we
become aware of them, relating to
Personal Data.

You as data controller will:

6.4.1 consent to us engaging the sub-processors
listed in the Data Processing Schedule to
process Personal Data.

6.4.2 comply with the Data Protection
Legislation, including ensuring that you
have a legal basis for your processing and
our sub-processing of the data that we
process for you, and indemnify us against
any liability arising from your failure to
comply with such legislation.

We are not responsible for any loss resulting from
deleting data due to it falling outside our retention
period for that data.

Both parties acknowledge and accept that data
protection legislation is evolving and as such agree
to make necessary changes to this Agreement in
line with changes in law or guidance from the
Information Commissioner’s Office.

Nothing within this Agreement relieves us of our
direct responsibilities and liabilities under the Data
Protection Legislation.

Marketing

We may refer to you (the Customer) in our
promotional materials.

Intellectual Property

The Intellectual Property Rights shall remain the
property of Studybugs.
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8.2
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9.1

10
10.1

10.2

We warrant that we have the right to licence the
Service to you in accordance with the provisions of

this Agreement. 10.3

We warrant that the Service does not infringe the
Intellectual Property Rights of any third party.

Assignment

We may assign in whole or in part the rights,
licences, obligations and benefit of this Agreement
to a third party in the case of a listing, sale of the
business, merger or other corporate restructuring,
provided that we notify you of our intention to do
so prior to the assignment taking place.

Liability
To the maximum extent permitted by applicable

11
law, Studybugs and its suppliers provide the

Service as-is and with all faults, and hereby 111
disclaim all warranties and conditions, either
express, implied or statutory, including, but not
limited to, any (if any) implied warranties or 11.2
conditions of merchantability, of fitness for a
particular purpose, of lack of viruses, of accuracy or
completeness of responses, of results, and of lack
of negligence or lack of workmanlike effort, all with 11.3
regard to the Service, and the provision of or failure

to provide support services. ALSO, THERE IS NO

WARRANTY OR CONDITION OF TITLE, QUIET

ENJOYMENT, QUIET POSSESSION,

CORRESPONDENCE TO DESCRIPTION OR
NON-INFRINGEMENT, WITH REGARD TO THE

SERVICE. THE ENTIRERISK AS TO THE QUALITY OF

OR ARISING OUT OF USE OR PERFORMANCE OF

THE SERVICE AND SUPPORT SERVICES, IF ANY,

REMAINS WITH YOU.

11.4

To the maximum extent permitted by applicable
law, in no event shall Studybugs or its suppliers be
liable for any special, incidental, indirect, or
consequential damages whatsoever (including, but
not limited to, damages for loss of profits or
confidential or other information, for business
interruption, for personal injury, for loss of privacy,
for failure to meet any duty including of good faith
or of reasonable care, for negligence, and for any
other pecuniary or other loss whatsoever) arising
out of or in any way related to the use of or inability
to use the Service, the provision of or failure to
provide support services, or otherwise under or in
connection with any provision of Agreement, even
in the event of the fault, tort (including negligence),
strict liability, breach of contract or breach of
warranty of Studybugs or any supplier, and even if

Studybugs or any supplier has been advised of the
possibility of such damages.

Notwithstanding any damages that you might incur
for any reason whatsoever (including, without
limitation, all damages referenced above and all
direct or general damages), the entire liability of
Studybugs and any of its suppliers under any
provision of this Agreement, including relating to
any breaches of Data Protection Legislation, and
your exclusive remedy for all of the foregoing shall
be limited to the amount paid by you for the
Service over the preceding year. The foregoing
limitations, exclusions and disclaimers shall apply
to the maximum extent permitted by applicable

law, even if any remedy fails its essential purpose.

Interpretation and Governing Law

Where there’s a conflict between the terms in the
Order Form and these terms, the terms in the Order
Form shall apply.

This Agreement contains the final and entire
agreement and understanding between the parties
and isthe complete and exclusive statement of its
terms.

The Interpretation Act 1978 states that the term
“written” refers to any representation of words ina
visible form. Email and other electronic

representations are included.

This Agreement is subject to the laws of England
and the Courts of England shall have exclusive
jurisdiction.
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Data Processing Schedule

PURPOSE OF THE PROCESSING
To provide the Service, it's necessary that we process certain data on your behalf.

We will process Personal Data only for the purpose of delivering the Service to you.
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CATEGORIES OF DATA SUBJECT
The categories of data subject are:
1. Children you are supporting.
2. Parents and other contacts for those children.
3. Staff at schools and local authorities who've instructed us to share data with you.

4, Staff at your organisation who have access to the Service.

DURATION OF THE PROCESSING
We will process personal data for you while this Agreement is in place.

We will delete or return all Personal Data to you on termination of this Agreement.

SUB-PROCESSORS

Our service is hosted by Amazon Web Services (AWS) in the EU who is our sub-processor.

YOUR OBLIGATIONS AND RIGHTS

Your obligations and rights are set out in the Agreement.

DATA DELETION PROCESS

Should you choose to terminate this Agreement, we recommend that you first export your data for
your own records. We will after 30 days then begin the process of deleting your account and data
from our systems, which can take up to a further 30 days.

DATA PROTECTION OFFICER

We employ a Data Protection Officer to oversee data protection matters. You can contact our data
protection officer by email at dataprotection@studybugs.com.

Studybugs

Studybugs Limited is registered in England and Wales 08352917.
Copyright © 2025 Studybugs. All rights reserved.
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